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3.15 SHA(Secure Hash Algorithm)
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@ AFE=d 9 sz B4
SHA-1 il ¢aelES o] &3t AFEEETY ] 4%k
el LA A A @SE o] F3th

@ TSA &AM AA B4
A S ol 8ste] AREE EFZ 8 A]WAIAE AT
'TSA 274'#4A Ao 3T 332 ata1, BFdop2 AP A~
dol A Feg Fs AEstE 7|2 30xE 3o
e LA A A @S2 o] F3ht.
TSA 23 AlA & 'RFC 3161 E&S #8340, (FEF [3))

@ TSA FEHAA AF

filo

273

e

=

gk T
ozl LA A A3 @z olF3H.
TSA $R2W A A AFL 'RFC 3161 £F& F=&3o (FEF [3))
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AR B2 EFH AP SHMAAS st HFAE A%

= ==
Ela=
NG 71&tE 522 AEEEDY FAewel
® 21 7=

OF WA A LFUWGL 642 L7
A P4e =

T

&
@ TST WA AEE5=9d
A

e A AAE THI ANEER] EE ARE A X3
AesEEIdo] EAst=A &gt

TST " AEFEETL L ‘end 7} EASFA “error 2 “tst’ Y9
ZA8HA 2 LS UeEhdt

6.3 HAIX| 4
6.3.1 HA[X] EHYAH

AR w2 7P R ASTES EFEQ] ASN.(abstract syntax
notation number one)< ©]-§3} < ASN.1 HolH g why 2

<= T&stooF It

6.3.2 4 TEEE

o
O\_lu
o
=
U
1o
N
(e
-
oX,
rlo
0
ulfe
_&'L_l‘
.
0

TIX S (Length: 4Byte) 75 (Content)

4. 2= X
Content®] Length ARCTRRequest/ ARCTUI%ETS%}T)onse (& - A

Hl 22 314 F(length)= Big-Endian network orderE uz}of dtt.
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-l WA= ASNT B4 o838t £ H 3L, DER IE Q= ofoF it

- % - 4l WA A : = DER_Encoding {$ - 41 WA XA 1)

E8-2

- A HAIX] BF

HAX| BF HIAIX| O|F Al

OP0001 HOES QA 2902 93 HEES QAW AR

OP0002 HIES S 290L 93 HEESE SEHAIA

OP0003 279 84 27191 84S 93 wAA|

OP0004 2791 % 2% A4} SEHAA]

OP0005 20} 24 20k 8AS 93 wAA|

OP0006 20k % 20k A2 SBHAIA|

OP0011 554 24 o] 71EA R AEHAA LA AR

OP0012 AE5A S5 gl o] 71 R FEHA SEHAA|

OP0013 HAdHLE 8 A4S AR E 33 QAW AA]

OP0014 AR E S TR AR Ae| 23} SFEHAIA|

OP0015 AAs)A 84 AAZEQ] &A dA A QA AA

OP0016 AAs|A S AAZR AA AE A SEHAIA]
6.3.4 & - T4 HAIX] MEAA

(@) 2& HAX|

Header, Body, 18|31 24 HR=Z

A eAWAA FEE sHAok Wk
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o= o -

23 MA|X| (ARCTRRequest) £
2%E o 2%E =2 cEgER
freqHeader) eqBody fthhRequesiMessage)

/ | gaasye | sz
IEEREREAEEN HZE2 9 (OP0D0Y) | $
- v v SHA
s  Elasie =19 o (OP0003) | '
‘eTat=]
gz“itﬂ; =102 a3 (0Po0os) |
L
CPoD11
psiier M4EX| 9 (OPOOLL) |
-
CPOD15 |

ARCTRRequest ::= SEQUENCE {
reqHeader ARCTRHeader
reqBody ARCTRRequestMessage,
tbhRequestMessage tbhMessage

reqHeader= S WA A Y 3|6 E YERAT.

reqBody= S A3MAIA 9] body FEO 2 WAIA FTFHRER 6341 ©|st
oAX Z1et 2AMAA Y d4s 7HAk .

tbhRequestMessage= 24 WA A] 9] body-#<l reqBodyol tha F2
4 ARE Yeping. 724 A HE= ARCTRRequestMessage®| DER <l
239 A W3 Atz A= ojof T

ARCTRHeader ::= SEQUENCE {

version INTEGER,
optype OCTET STRING,
status [0] ARCTRMessageStatus OPTIONAL

versione 934 2 oA xe] MAARZ '1'S 7}AoF s}
optypee £33 L SHEUWA A I FROE 633, ¥ - Al WAA
7HA

S RS AAA ERE Aok 0
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status= 87 B SEHAIAS dHEe YEU= #eE, 8GWAA
= AgHoR Agstal, SHAAAE B2 ARSStooF Tt
ARCTRMessageStatus ::= ENUMERATED {
successful 0), -AF
fail (1) -2 7

ARCTRRequestMessage ::= CHOICE {
orgCode OCTET STRING, - JAZEZ 27 (OP0001)
- E0k% 87 (OP0005)
- A4s|A 84 (OP0015)

arctrReqLogin reqLoginMessage, - 2% 83 (OP0003)
arctrReqNoti reqNotiMessage, - AFEFA 24 (OP0011)
arctrReqFileTrans reqFileTransferMessage -- 4 %E 87 (OP0013)
errMessage ErrorMessage — Ao i 27

orgCode= 7|#HAEZHOZ "HITEZT QAWAA, "0k QM AR,
aa A A fAMAA M A ET. AlFARD 42 ‘6341 A
ES 8% (0OP0001), 6.345 Z°k% 8% (OP0005), 6.3.411 AZA3
A 22 (OP0015y ol Al 7] &3t

reqLoginMessagex= Z1¢%1 QAWAIAE YeEAT Al FZFHQ F 24L&
‘6.3.4.3 210 £ (OP0003) A 7]&gd.

reqNotiMessaget= AETA LAFWAAE YERHT. ARZ QD F42
‘6.3.4.7 AEFA 84 (OP0011) oAl 7]&gt},

reqFileTransferMessage= LA E QA HWAIAE YeERAT Al 52 &
2L 6349 FAAEF 8F (OP0013) ol A 7]%@”}@.

ErrorMessaget= $AIEEC] FAREd LFHdgs FEs7] 98] A9
Ao g AT FARES QAWAACN Ay F F/7F TASHA
ertMessages 33 <FIZE B LFUHAAE ALtHor ITh
reqHeader.status7} fail(1)Z AAFH S reqBodyt errMessages
7HA oF 3het.

tbhMessage ::= SEQUENCE {
hashAlgorithm Algorithmldentifier,
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hashValue OCTET STRING

hashAlgorithm= i #k A4 Al AHEHE s daelge] A¥EAE YE
Wt} o] A= SHA1(1.3.14.3.2.26) A Lag]& 7
s},
hashValue#t2 hashAlgorithmel ]3|
Zledtt WAAE FAR F - FAEES
A, FAd AE ATl 4 :
Algorithmldentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ~ ANY DEFINED BY algorithm OPTIONAL

é
>
R
d
i)
ox
o
m
i

SHA1 OBJECT IDENTIFIER := {iso(1) identified-organization(3) oiw(14)
secsig(3) algorithms(2) 26 }

(b) SE dlAIX|

%] S H 2 Header, Body, 1811
o
A4 AU THHT, Bodyt WA TR AP SHMAA F2E
A ok sk
=2 HA|X| (ARCTRResponse) L ™
%'F:” el SHE 28 FEEE=
(respHeader) {respBody) (tbhRequestMessage)
| zmagyz | ez
| #m | maxee | o | TDES 8% (0P00OD) | 3
¥ v

OP00DZ (D)

|
OP00DA A T|(L) ‘
OP000E
OP0012 ‘

oP0014
OP001B
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ARCTRResponse ::= SEQUENCE {
respHeader ARCTRHeader
respBody ARCTRResponseMessage,
tbhRequestMessage tbhMessage

respHeader= SHMAIA 9] 3|t & YEhATH

respBody= S HHMAA S body #2222 WAA] FFEE 6341
stol A Z1&’t SEHAAY d4 e 7HA ok .
tbhRequestMessager= -3 HMAIA 4] Body H&¢! respBodyoll thdk -
A4 ARE 7d3e WAIA F244 A EE ARCTRResponseMessage
o] DER 1=Zd®d AHE 3t siH = 7HHF ot

l

ARCTRResponseMessage ::= CHOICE {

arctrRespAccessToken ~ OCTET STRING, - HEE $% (OP0002)
arctrRespLogin respLoginMessage, -- 27121 3% (OP0004)
orgCode OCTET STRING, - EIok% 3 (OP0006)
- A &H (Or0016)
arctrRespNoti respNotiMessage, - AEFTA SH (OP0012)
arctrRespFileTrans  respFileTranferMessage -- 2L4%1& SF (OP0014)
errMessage ErrorMessage - A dig g

orgCode—- 7]% EHO 2 HITES SHHAA, "2k SHHEIAIA
, e rAdsi Al SEHAAANA AREHET AFA] AL ‘6.34.2
@%E% %% (OP0002)’, 6.3.4.6 E1°F% FH (OP0006), 6.3.412 A
A A S (OP0016) ol A 7] &3,
respLoginMessage= ZE1%1 SFHWAAE YePdTH AFEAHQD A2
6344 2719 S (OP0004Y ol A 7] &3},
respNotiMessage= W& FA SHUAIAE YERAT. Al F-2Q1 2
‘6348 HEFA & (OP0012) oA 7]&gHtt.
respFileTranferMessage= 3 Y4XE SHUWAIAE YErAT. AlFF<Q
P22 63410 FLHE H (OP0014) ol A 7]&3 T}
ErrorMessagev 27 tig SHEWAIAE UHElAS FARES 8F
HA A gk AS e WHAY T L757F A errMessageE
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FIE 9 LFUAAE D3t oF gt} respHeader.status”t

S
- =
fail1)= AA =] oM respBody+ errMessages 7FA °oF 3Tt

ErrorMessage ::= SEQUENCE {
errorCode OCTET STRING,
errorMsgContent [0] OCTET STRING OPTIONAL

errorCode= 2F/FIE #e YehdH, sty E2KE) 428 A5
< 7H A (EXXXX)E EAE R FA Hofof ).
errorMsgContent= L FHIAI A& E33 OCTET STRINGS ZH=Th 2
FUAATL EARA R Aol o] WEE ALEA grofol g,
eHRFIE B WAAE 642 LRSS AT 2axW A3 W&
2 Aok 81, B Frhsiel A48T 4 Ak

1

6.3.41 ¥ZEZ 2F (OP0001)

HEEZ 948 484 AZFS AT Ha AR, AWl HEEZS &
AR, ARESE 239 A9 A SFe BTAD, 229 ol F A4
==

 EEREE o)

EZ @AM A A= ARCTRRequestMessage®] orgCode HEE ARE-31H,
s

6.3.42 FZEZ 2 (OP0002)
HTES 2 HAZES 839 Agigd dg SEHAAE UERAT

ARCTRResponseMessage®| arctrRespAccessToken+e HZ QA ol gk A H7}
BT AEARE 16Hto]|E AY S 2kt

6.3.4.3 2192 23 (OP0003)

X
N
=
o
1>
A

279 23S Ag IS Y FPF AxE, 9

=
‘ID/Password” ¥4 EFF A Hstofof gttt o] FAHoA = 'AFA 7RV
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BegRo e ALgataol g,

i

279 Ax}

232 845 A= FARE
Aok @t o FANME AHE
AAE $ARES] D, H2aYs, 283 ASA ] DNIERE ¥

elsheiof .

EJ% 2F AR (regloginMessage)
| =zaama | =319 " sMZ EE2HE OF
$ 5
L / ¥
IS M 78D SE(true)
ID/PW Z|HHL) 2= Ok g false)

7

| F M B 2 (SignedData) |55§| Io/PW BE |

| o | g2 geac |

gl 25 - 2791 QAMA|X] 2=

reqLoginMessage := SEQUENCE {
loginType arctrLoginType, - 291 34
loginData arctrLoginInfo, - 2% S (AR
reqRecvReg [0] BOOLEAN OPTIONAL - 415

loginType2 Q1541 7IRF =& ID/HAY= 2o gt FEAE Y
et s Aol i =79l YAHAHHE loginDataoll 7] 5 ofoF

loginDatax= 1S4 7|¥ke] =719l HH = ID/Password 7|%ke] =
a9 AE T stUE Aok
reqRecvReg= FAIEES SEAHHE 24D

2 trueo|™ 84S, falseol™ 8 H3A Eae ‘J'E]-W_E}. TAEE
g Tl truem AAFHO oW =79 SHWAAE ID, HE

T, 181 IS4 DNAEE WreA £3ste] 3FsteoF gt}
arctrLoginType := ENUMERATED {
certificateLogin 0), -—-<dsA 718k =719l
idPasswordLogin (1) --ID/Password 7]¥F Z1%1
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)

arctrLoginInfo ::= CHOICE {
signedLoginData ContentInfo, - PKCS#72] ContentInfo(SignedData)
idPassword idpwDatalnfo -- ID and password X

signedLoginDatat® "HTEZ SEMWAIA W HITEF(ARCTRRespo
nseMessage. arctrRespAccessToken)ol] Tt HAAAHzHE 7HXITh A=}
A CMSY SignedDatas ©]&3t™, SignedDatat= T4l Contentl
nfo2 FEHAH|oF 3T} SignedDataw HTES, AWH, 18l AH A
JASA o ARE =Fsta o, FARES AAAAEE B2 AdF
Aol 71BAS, AEAS, dHASE I3 FEALS W EA HSE
oF gt} (R EF [4], [15))

idPasswordE= £412E2] ID9 H29e AR J81 HZEZS 7HA
oF o,

ContentInfo ::= SEQUENCE {
contentType ContentType,
content [0 EXPLICIT ANY DEFINED BY contentType OPTIONAL

J
SignedData ::= SEQUENCE ({

version Version,

digestAlgorithms DigestAlgorithmIdentifiers,

contentInfo ContentInfo,
certificates [0] IMPLIAT ExtendedCertificatesAndCertificates OPTIONAL,
crls [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerInfos SignerInfos
}
contentlnfo= AH T YBAHRZE "HITEFT' S 7HAHoF ot
SignedDatax AW A+ AISAE WHEA] st of g,

pkes-7  OBJECT IDENTIFIER
rsadsi(113549) pkes(1) 7 }
signedData OBJECT IDENTIFIER ::

{ iso(l) member-body(2) US(840)

{ pkes-7 2}
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idpwDatalnfo ::= SEQUENCE {

id OCTET STRING, -- ID String
password OCTET STRING -- SHA1(password)
accessToken OCTET STRING - ATEE

ide AR s 7] 559 IDE Yehdoh
passworde FAIEEC 7] 5 H2Y=E UEAY. dxfE=EE
SHA1 sl del&o o3l AAAE sislgte = vloju gl gheo] 7|=do.

FARELS HlEA] 525 [D/AAYE a8 HZEE ZAR F£4

HTEZ(accessToken)> F7H2Q1 27191 34 glo] Al A A AHEHE
& - FAEES st ASHE9d 3 ASHEAAd W ARV EE9
ot HAoSEZ AV A

2259 U992 A2 AEBERAS AUy AgHE A2 HE
=

o,
>
olv)
e
1l
i
rlr
>
)
N
A
Jo
N
ol
£

(03
o
c

< OPOOD3_Cert.asn

File Branch Help

| Sequence
= __| Sequence
#® Integer (1)
L ROCTET STRING [6] (OP0003)
= | Sequence
® ENUMERATED (0)
=] Sequence
@ OBJECT IDENTIFIER (1,2, 840,113549,1.7.2) sianedData
=] Tagged [0] EXPLICIT
=_| Sequence
@ Infeger (1)
=) SET
= | Sequence
@ OBJECTIDENTIFIER €1,3.14,3.2.26) SHA-1
= __| Sequence
@ OBJECT IDENTIFIER (1.2.540,113549.1,7.1) data
= __| Tagged [0] EXPLICIT
® OCTET STRING (5] (leegy)
=] Tagged [0] EXPLICIT
® | Sequence
@ | SET
@ BOOLEAN (true)
=~__] Sequence
= __ | Sequence
® OBJECT IDENTIFIER (1.3,14,3,2.26) SHA-1
e OCTET STRING [20] (E7D06023ESIEBBED394023006E51 CCEEDIEIZB2T)

OPOO03

O% 26 - oflA| - 23921 QFMAIX|(ASM Z|8h
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£ OPOOD3_IDPW.asn =13

File Branch Help

|| Sequence
=1 Sequence
® Integer (1)
= M UCTET STRING [6] (OPOD03)
-I-__| Sequence
& EMUMERATED (1)
- | Sequence
® OCTET STRING [6] (testid)
@ OCTET STRING [20] (BBB616FAFDEIISADNETEAIBE MATI TDIZT08FFD)
® BOOLEAN (wue)
=1 Sequence
=I-__| Sequence
® OBJECT IDENTIFIER (1,3,14,3,2.26) SHA-1
# OCTET STRING [20] (7792C68681BE032604168638E 7685605068 0EFBS)

COPO003

a2l 27 - oAl - 239l @HO[A|X|(ID/PASSWORD 7|1

6.3.4.4 219 2E (OP0004)

gl S 23l 239 AF5 2 AYgulgel did SEHAAE e

E3°2 & OjAR] (respLoginMessage)
| =39 23 | SEX ASADN ST D ST A
+ -
True SHF9| T2
False C= &55

J2l 28 - 2191 SEA|X] £

respLoginMessage ::= SEQUENCE {
loginResult BOOLEAN, -- true
respCertDN [0] OCTET STRINGOPTIONAL, - %134 DN
respReceiverID  [1] OCIET SIRING OPTIONAL, -- ID
respReceiverPW  [2] OCTET STRING OPTIONAL - ¢&3}% sj~9=

loginResult-e 2719 3&oRE Yelge oz, &4 trued S 7HA
of dt}. ¥ EIRlo] & EHA 2o ARCTRResponseMessages
ErrorMessages 714 H, L7325 D LFWIAE 7]&EdtooF ot

respCertDN+ SHEHIA A AdAHe] JASA DN WERAT. DN &4
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48 FAHA dixEA FEES ok 2ad aFvWAAY
reqLoginMessage. reqRecvReg”} true®|™ o] HE& HIEA AAHo]
oF %ttt

respReceiverID= SHHIAIA A A IDE UYERAT. D= £ALE
FAHD HAEAE TR ok 29 2 AHWAAS reqlogin
Message. reqRecvReg7} true©]™ o] HE& WHEA] A ojof Fioh
respReceiverPW= SHHIAIA] A2t 29 ARE Yeidt, 2
a1 8AH WA A L] reqLoginMessage. reqRecvReg”} true®]™ ©] I &
HEA] A Eojok it} dafE ARE S5E 2AAe] WYl
£ ol&ste] tiA 7] daglsor 453 volye gte 7hHAoF 7
A7l ¢318FS SEED_CDC ¥8ES A3, 7] =3
PKCS#5°] PBKDF(H A 1.5)& A83t key(7])9} iv(Z7] 4 H)
gt} PBKDFOIAM ARE-S= sl4darelE2 SHAL si+dare&
&3t} ojuf AM8-H & salt9) iteration count= ILAFH FE ARE
ol HES AR FIEITH HMF Aate FaEd [16] Fx)
%1 SHHIA A FAA = 418 respCertDN, respReceiverlD %
3t = HARE A - dEstor stal, FF Jog 279l
Al AgE ol oF 3kt

£ OPODD4.asn =13

File Branch Help

|| Sequence
=__| Sequence
® Integer (1)
LBOCTET STRING [E] (OPO004)
= | Taggad [0] EXPLICIT
& ENUMERATED (0)
=-_|'Sequence
¢ BOOLEAN (frue)
= __| Tagged [0] EXPLICIT
@ OCTET STRING [37] (B36E3DCSABE |EGBSBF2CEF 753D 706E R92CEF 306472656160 73656375 7269747920
=-__1 Tagged [1] EXPLICIT
& OCTET STRING [£] (testid)
=~ | Tagged [2] EXPLICIT
@ OCTET STRING [16] (14F 788728 12EF273CIAE03CI89145201)
=l | Sequence
=] Sequence
@ OBJECT IDENTIFIER €1.3,14.3,2 26} SHA-1
® OCTET STRING [20] (5CBCTCCZDBES8A3NCOCZFAFBAT2478433011A44D)

Ok ot Hx

~

S x

.

¢ 2|
OF0004

2l 29 - of|A] : 23921 SEHA|X]|
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6.3.4.5 2710} & (OP0005)
20t 24L& A BE P ZI0E 243 WA Aot

20k SAHWA A= ARCTRRequestMessage®] orgCodeZ =& AH8-3}H,
Z|#AEZS 7ok STt

6.3.4.6 2102 S (OP0006)
E2I0LE §HS 0L SAHWMAIA Y e SFHAIAE YEAT

2ok SHHA A= ARCTRRequestMessage®] orgCodeZ =5 AM-&-3}H,
SAMAIA S} FLI 7BIEZES THA o ST

20k Axf o]Fde HEES 8 B HIES SHA ned H
[e)

TEZ S O ol AMREHA ket
6.3.4.7 MEEX| & (OP0011)

AEEA 23S FAAES 8 A HAAES Y93 L A3WAAES Yepdtt
o] eAMAAE ALZEY WU AAVZ2ERY AES 93 AHH =g
A FP=ojof 3t =I AEFEEE2udd YddE AR EE0Y k=i

T AFATE FEUAAZE ALEE oo gttt

HMLEEX oF M AR (regMotiMessage)

[ m2=2 | meae | meos | m2sz3) | msssmeg | mac |
v
¢ sendZq | B2 4nzz | 7EEmas |
- S | sendZrf | B2 4T EEREE
M| EETAN)
MEo=(2)

reqNotiMessage ::= SEQUENCE {
accessToken OCTET STRING, - HAEES
tileType arctrFileType,
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fileName OCTET STRING,

fileSize INTEGER,

listFileName OCTET STRING,

orgCode OCTET STRING,

sendDir [0] OCTET STRING OPTIONAL,
relPathInfo [1] OCTET STRING OPTIONAL,
arcFileCount [2] INTEGER OPTIONAL

accessToken< ARCTRResponseMessage®| arctrRespAccessTokendt= 7}
o 2ot

fileTypeS AEE Ao F/FE HeERH.

fileName2 A4 FYHO =, fileTypeol wet 7217 2 HERE 7]
stodof qttt. fileType = 0 : ‘ASEZRIFH xml'Ss 7|l oF &
fileType = 1 : “AEEETY Y ‘rel_path_info'ol] 7|EH AR F FUdY
ZlsdoF . fileType = 2 : ‘AFEEFRLH . end & 7] =) oF 0.
fileSizet MEd vdo ArV|HH=E, AFHFA 9 file_size’ FHE
AREE 5 ST

listFileName+ fileName¥} A#H HE=

o 2o

—1

S0dH S YeEbdT fileType©]
‘0ol ¥ listFileName-2 fileName¥} Y3 7= 74 ok grh
orgCodes 7|#FAEZ O R "AEEZA Y ‘org code’ AHZ HA 3}
of gt}

sendDire= AT A ED] HHEZ, fileType©] ‘1'% AFole WEA A
E23U'9] ‘send_dir ARZ AASIoof dt}t 1 = o
&34 B=

relPathInfo= H4™W E= GHAZE 2% Hd8 FH=E, fileType©l
11 A-folle WEA “HEEF3U 9 ‘rel_path_info’ R = A3}
oF %ttt

fileType©] ‘0’°lAY 27d ZA-go= A
el sty dd &y 725 7HAs A5
ofF 3tal, T1¥HA ¥+ A-Fole AHESER
arcFileCount= Z&5& ]' 152459 MsE,
fileType©] ‘0'%l Aol WwEA /S 2AsMoF 3t 11 9= °
& AHEEHA =T

F&EE39do] sendlist Y EE

73



NAK/TS 5:2013(v1.1)

arctrFileType = ENUMERATED {

tbSentListFile (0), ~AEEELRd AF

tbSentArcFile (1), AT RE0Y AE

isSentEndFile (2) AT S0 AESR

}

tbSentListFilex= MET Hdo] ‘HEEFTHA'US ou|t. FARE
< olF ‘HAdHE QAWMAIAE o] &t HERFTHI S HEFEHA
of 3t} FARELS ‘AEFA Ao U3 sHe T} F ASE
S90S T4 7]t of g
tbSentArcFile> HEE wdo] “HAr|E&9d'dS ou|dth. &

rN

AR

L olF ‘AMAdAF AMAAE ol&std ‘AT E=Rd S AF
stofof At} FAlEE < A
S 44l

A7) 2B 5

isSentEndFile2 3|3 AEEE=0do i3t AA7|EE0Y HA$o =5
Qc’q** «]U]:‘{E]'. TRARELS T4 ‘ASHEEAI I HAA7|SET

£ OP0011.asn
File Branch Help

|| Seqguence
=] 5equence
-# Integer (1)
S ROCTET STRIMG [5] (OPOOI)
=1 Sequence
-# EMUMERATED (0)
@ OCTET STRIMNG [8] (test hwp)
-# Integer (100000000000}
QCTET STRING [12] (COFCBCDEBSFIBTCFZETBEDEC)
& OCTET STRIMG [5] (90001}
| Tagged [0] EXPLICIT
wog QCTET STRING [4] (send)
__| Tagged [1] EXPLICIT
~@ QCTET STRING [18] {/transfer/tast hwp)
_| Tagged [2] EXPLICIT

: @ Integer (127}
=3 _; Sequence

------ _| Sequence

; -@ OBJECT IDENTIFIER (1,3,14,3.2.26) SHA-

L QOCTET STRING [20] (FA&E21976F A24F39E 10461 2AD340972E 20486F A1)

OFo011

A8 31 - oA @ MESX] LEMAIX]
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6.3.4.8 ™M&

ofm

x| & (OP0012)

o

AEEA 7 AEEA 240 UF SHIAANE Yehith FAZE
e 548 AEEA aRuAA el o) Hel F SR VA L Fv)
NAE Agatefol 81, LRHUANE FUT FARES AT AEE

e
L |

Deflate € 12|50

a8 32 - MESX| SEHUHAX] 1=

respNotiMessage ::= SEQUENCE {
fileName OCTET STRING,
currentFileSize INTEGER -oln] AR v =7]
compressAlg [0] compressionAlginfo OPTIONAL

fileNamee ‘A4Ex 24 WA 7148 Hamgon dgaoor &
.

currentFileSize= ‘A

o, oln FA4FI

%

4 2% WAA 71%s Az Bl vs)
do| Z71E vhepin,

ofy

o

Tl s atdo] EASHA 2O currentFileSizew 0°.E A3} of

T AEEA LA AIA S fileType©] '0'°]™ on] Aleksdt v
A7)ek FaSHA 0s AAstoR Ik o= ST AEEFHLS A

2ol AHFetr] el ot
T AETA 2AGMAIA Y fileType©] "ol on] A& v
o] A71E At ok gt

FAZEL currentFileSize”} ‘0’0l 3l TS 'L E QAW AR
2 B3 AHLSHRE HAEstoor st, 12T aAY 21 A4 9Y=3
1B Zow g Y HEFE T s dAyTd A=
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courentFileSize ©]3% 2] I}Y
o g gdo] AAT =
Py

o A, FURES A

ES< olol U7 o
byiXel
=

sHA e S-S A ST
currentFileSize7} &S A QA WAA W
AR Eo] ZxH dS BHsta e
FafoF stal, LY AFole A 2
A AEmEadol that A7)
00] A= oo gt

compressAlgS FAREANA A= dSsLrYF
o

9] fileSizeRt} AW o]

Folm2 IS AHSFHH A
g —ﬂr?}ffh?]— flleTypeol '’o] ™
) AEPEE HERE ROz

compressionAlgInfo ::= ENUMERATED {
deflateAlg  (0), JIEGEFoz AEE
otherAlg (1)

£ OPODIZ2.asn
File Branch Help

_| Sequence
i _i Sequence
Integer (I)

=] Tagged [D] EXPLICIT
o EMUMERATED ()
=-_] Sequence
co@ QCTET STRING [8] (testhwp)
--@ Integer (100000000000)
= | Tagged [0] EXPLICIT
wo @ EMUMERATED (0}
=-_ 1 Sequence
=-__| Sequence
. @ OBJECT IDEMTIFIER (1,3,14,3,2,26) SHA-1
~-4 DCTET STRING [20] (COEBAITERTE496CTC A4499E 22 16404 T20FOC3IRICT)

DPOo012

O8 33 - oA - MESK| SEOAIX|

6.3.4.9 mAXE X (OP0013)

S ade Hde BEUE dsa] dF aRuAAE »}E}»ﬂu}.
o] RAMAXE WEA AEEA LHWAA o|Fo] FaHofof s,
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o A&H o A Fhsh

THEEE 2F AR (regFileTransferMessage)

== | m2o0E | HMATLESSN | MaDYES 37 | Nanwss ¥ |

e
it
e
|
n
ald
A
op
El
e

reqFileTransferMessage ::= SEQUENCE {

accessToken OCTET STRING, - HTEE
fileName OCTET STRING,

curFilePosition INTEGER,

curFileLength INTEGER,

transFileData arctrTransDatalnfo

accessToken< ARCTRResponseMessage®| arctrRespAccessTokengk<
7Y oF gt

fileName> &4 A F2 AdHoz, AEEIZ9A HAE Al
E9diol 7leHa, AAVSERL e AFse AFode AE
24’9 ‘rel_path_info’oll 7]=® W& F dLo]Fo] 7&H o
curFilePosition @A AF T AFAdEFY AZAX(FLEZRIE)E
etk AR ELS $A18 transFileDataS A AH Iz QlEle A
iAol & 5 dojoF ot
curFileLength+ @A A& F<I

9] =7]& transFileData®] ILHH | =7]
ERAdEES V|2 AASoF gt} FAREL
rFilePosition?] *] ol curFileLength Z7|9HE BAE & 5 Qlojof g
transFileDatax= @A AE 320 JFLdE=

PuE 455 A% + 9

~

1o
ol
gl
i
o
Y
O
5=
e
s
Jhu

arctrTransDatalnfo ::= SEQUENCE {
isCompressed BOOLEAN,
compressAlg [0] compressionAlgInfo OPTIONAL,
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transData OCTET STRING

isCompressed= 313 IFLdEFo] d=FHA=A S AFE HEIT. isC
ompressed”} true®l® YFEHIJSES YERAT W A AEE 9
o] AFHEIUY w= WEA f=FHo|oF stal, AV EE0Ld L o
ol AEHEE3Y W9 ‘tb_compressed’ 7} ‘1ol 4= F3sflof 3
A, A g Afode d5se FSA Folof I
compressAlge T FIEFS ¢EIaES HERHAT ‘isCompress
ed BE7} ‘true’o]® deflateAlg(0)°] A7 Fojof &}al, false’o]™ ©]
= AHEEHA &=

transDatat 4T FIdEFTHHE YUY o] & 45 =& o
e AEE 7hAqoF T

[

i QPO013.asn

File Branch Help

| Segquence
=] Sequence
w4 Integer (1)
S &' C TET STRING [R] (OPO0I3
=] Sequence
cog QCTET STRING [9] (test] hwp)
~-- |nteger (100000000000}
~~# |nteger (20000000}
=] Sequence
@ BOOLEAN (true)
@ ENUMERATED (0)
Lo QCTET STRIMG [200 €0102030405060708090401020304050607080904)
= _; Sequence
------ _! Sequence
& OBJECT IDEMTIFIER (1,3.14,3,2,268) SHA-1
. . OCTET STRING [20] (OEOBYBEDIREARTA4F1CEDAC A43EFRRTATAGTIRR0)

OP0013

JARE S HAAE ol B SHWAAE Vet FARE
Ae #4% BddE aFWAA ] gl Al F LR BASE L FH
NAE Agselol 31, LRWAAE FUF FURES AT A58
sl s AU Aelstedof Fek
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oUFE ST OlA| | (respFileTranferMessage )
HEsRBa+ g 0l el T oE3 7
O8 36 - mtddE SEHUHAX| 7=
respFileTranferMessage ::= SEQUENCE {
reSendReqCount INTEGER,
fileName OCTET STRING,
totalFileSize INTEGER ~AAMA SRR 9 d =27
}
reSendReqCounti= regFileTransferMessages &3 X2d s IdE
o tig FARES] AdFE 2A43AFE vEhiH, AdE 24 glol
23T AdAYd W SEHAAE 0= 7HAoF T FARES
reqFileTransferMessage WA A& S8 MEd HLdEF Ad T 277
A, sl £S5 S 2 stooF 3t 2 AHWAIA AHTLRE
Jdaf AAE 2 A= 17H Azt sigdExe AdEs 2 Alntt
1% S7teta, AREsE ddEFS A AT Bl 2/3dsFE
0oz z7]33H. Xﬂﬁ%\— LATE 614 FIAHE AR oA Aot
s W= AL, o TR AT FAEES A A ZstH LFMAIA
g St or . FAEEL reSendReqCount’t 1 ©]39] & 7}
A A&t oF gt}

alFileS1ze9Jr reqNotiMessage.fileSizeﬂ LA B g FAAFo] =
HAw= ovsth. 7Y totalFileSize’} reqNotiMessage. fileSizeEE} =i
A og ddEs= ;ﬂﬂé‘}z] B, ‘HLdHE FEHAIA A /7

=" 0

'6'1:]
d= FARE AL T F, dF FLol s AF= TEIH
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£ OPD014.asn
File Branch Help

I 15equence
=1 Sequence
“og |nteger (1)
L ROCTET STRING [6] (OPOD14)
+__| Tagged [0] EXPLICIT
~@ ENUMERBTED (0
1 Sequence
wo@ OCTET STRING [9] {test] hwp)
-~ |nteger (1000000000007
=) Sequence
=] Sequence
: & DBJECT IDEMTIFIER (1,3.14.3.2.28) SHA-
@ COCTET STRING [20] (9C975RA4R 1469090630 CR2430B0FIARBF4FE23F3)

OpP0014

T8 37 - oAl : TAMS SEMAIXI(EA)

i Qp00lA-err.asn
File Branch Help

l_| Sequence
=] Sequence
Lo |nteger (1)
; QOCTET STRIMNG [6] (QOPO014}
=) Tagged [0] ExXPLICIT
s B MERATED (1)
=1 Sequence
--# QCTET STRING [5] (E30D
=] Tagged [0] EXPLICIT
L@ OCTET 5TRING [58] (CEC4COCFCOFCBCDB20BFE4C3BEEADERDCAC IFEBFA1 20B4ERC YD1 20CNCON
=] Sequence |
=] Sequence
& OBJECT IDEMTIFIER (1,3,14,3,2 26) SHA-1
OCTET STRIMG [20] (DDIFD110457RCFE2286R0961FA01BEATI 17240000

O 38 - of|A| @ mdXES SEOHAX(2F)
6.3.4.11 HAASA 23 (OP0015)

AAsA L3S F - 74 EE T d2H tep socket A AE LA
H Al A] o] .

A 2A WA A= ARCTRRequestMessage®] orgCodeZ =& AM&-3hH,

6.3.4.12 AN 2L+ (OP0016)
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Il 2w A Aol o

™,

ARCTRRequestMessage®] orgCodeZB =& Al&3%

14 S HH AR =

3]

a4

e

s

&

A AAANA g FA A

==
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6.4 =71

6.4.1 ZL|E]
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shed o}

Fof e

S
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il
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733}

oA el st

X

642 LFUYES 9 21

(b) 2a¥H
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I
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g29 | 2ciHo] ay
)

. °1]Xﬂ Eﬂ/\Eﬂ £ & .doc

- AT Aol £48 AL 1%

A H] A > al
QA7 23 (A1) | o ?%]41 yyyy—MM—dd.HH:I.nm:ss:SSS
e A A: 2010-08-23 06:56:41:594
A 8] 23] 8] o 3 Fdol d5H AZE V=
o= A7 23 (274) | ¢ 2 yyyy-MM-dd HH:mm:ss:SSS
o o o A: 2010-08-23 07:01:41:594
o 3T Lo Ui HFAEQAL EE Al
g AA AQ A7

SR Rl 16 (7H4) |, g2 millisec7]| & A28 A% 7 &

o 4 A: 12000

(d 2amd of A

#SHT#2010-08-23 16:05:44:494#190000#123.456.789.123# | 2~ E 7] &5 doc#2010
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16:05:44:494#1# [N El]
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rob

I 270
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g=49 Z|C{Zo| oY

e 4 A: /home/standardMD/sendlist/ % %555 xml
o PYFA2H AA L{FIAT

SFFAEZ 5 o 2. 578 A4 { 'E + 448 A}
o 4dA: E0101
o AoH LFHAAE 7lE

OEU]]/\]X] 7]-l:ﬂ ® ‘35]/}—]'3 ‘E“X]'OE:]

= = . ﬂﬂ AQH AR afFudo] EAHA] LF
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2o sjgutdo] EAsHA FFUTh# [AH]
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E0000 |Ad AdEAEFUTH

E0101 |XAH A= sgamdo] &A)52 &)

E0102 |AEE=9do] XML FA4o] ZEFHASFUT

s | 48 3% HLA ASE F G AL AR A
E0104 |HdEY 727t 23X FAHASUT

E0105 |sendlist A&7} 2% Ao &Yt

E0106 | A7 H=9de 2718 24T 5 flsyth

E0107 |ASEHE3d Aol sy

E1001 | 2719 eAWAIA S F&e] & 74H dsuth
E1002 |23¢ B3 232 HRIF A ekA gy

E1003 | AFA == A7 9ol sid Az E2AsA FE5UTh
F1004 | 2719 @A3WAAY ¢33 A $F7F HAAS YT
E1005 Me17] vidH S 7} 2R <S5 TH

E1006 AR S AAET = gLyt

E1007 | AAAT 3k F2Ae] X FAHASUT

E1008 | AAA™ 3k AFol ABFUT

E1009 |[AHAFA HF AUt

E1010 |&=8 AEAYE ofdyth SE9FE UA st L
E1011 | 2719 SAMAR T4 = 237 dradsU

E1101 | 279 SEHAIAS F&o] &% 7A=Y dsuUn
E1102 |23 A WAA o gk SHHAIAZF AekA] FFUTH
E1103 |FA1x S22 H 53t Audlsy.

E1104 |FAA S54E 553 AU

E1105 | SEAE7} SEHWAIA Hell EA51A ZFU T

E1106 | 219 S2WAA T4 = 2757 TS UL

E1201 | AEER aAw AR FEo] I FAH d&YT)
E1202 | vtdERYe] & AAHASYS

F1203 |9 Yel2E7l 9X5x Yol wY XA Al Avds
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E1304 |A$5A SBWAA 74 T 2757F HAASYT
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E1402 |AFEE59Y AFd AUt
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E1503 | FA195s Jda7)7F A$e gdarjxig 2 gy
E1504 |3<dASE SEHAIR 74 T 2757 HAAASUT
E2001 | AlAEQIA 2" H&EE 4 g5y
E2002 | A EIAI=" AN SEAAAE FAE ey
E2003 | <1=7]3 LDAPAH ] H&ES 4+ gyt
Q1571 LDAPAH F83F HAEEYH2EV SA5HA &
E2004 =00
=]
E2005 |SSL/TLS AW H&EE 4 syt
E2006 3 BEAS Q) Al8E TLSCIZEA] AZd Adad&SYth
E3001 | A ¥3tA & AA P2 YUt
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