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- PKCS#7 Cryptographic Message Syntax(RFC 2315)

+ Cryptographic Message Syntax(RFC 2630)

- Internet X.509 Public Key Infrastructure Certificate and Certificate Revoc
ation List(CRL) Profile(RFC 3280)

- AR A71HSTIEd ti'E Z2A 2 A O(RFC 3126)

RIEA AF L FF AHEE AT ZEEZ A O(RFC 3029)
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ol A7l wiEol AAEA L AGAHNY HAAMTEAIK, Z7]1HSHIH
FEA AN T Fdste AHlE Sl ARE ThHs ettt

3.1.4 2IEA
Oxg 2E=ME gatoA vzrYA == 7]Ele] A
o] AL FYstE =9 "AA AgTtE". oA

o
W, FEcde]l 1 AFAe AYANE AT F UEF 2549 olF,
VANE, FE/ZY, AFA 244 FA7] AR (@AY AP
z8) 9 2o AgE), 12X AFH BFTIBe] AANY Fo| =i U
B oA IEAE X500 BES mEH, gAY ASAE AFH AHEAS
o] 2 AHEAEY FAINE 2 + UEF 5P Bad & Yok

3.1.5 | HS2E[AHA

771 E5dolA Adsts ATl Ui AAAE 2 AF Al ol&H=
A2E AR A7IHSAEE, AZSARJIAN L, SHAAABAILF o2

FAH T,
3.1.6 &7|Z5 olEf

NASE A% 2A HE HolE

3.1.8 MXIMH

2AU MAXE B9 Age] Ao ARYS FWEA] s AEHE A
. ol B3 AE WAAL BAL del Weol WMEsA ggithe 2
2 wzay) g8 A8E 4 e ARAWE A AEP S AL, 4
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3.2.1 NAK
National Archives of Korea(=7}7]5¢)

3.22 LTVS

Long Term Verification System(%7]7 %A 2:H)

3.2.3 TSA
TimeStamping Authority

324 TST
TimeStamp Token

3.2.5 GPKI
Government Public Key Infrastructure (382X ASAZ A Al)

3.2.6 EPKI
Education Public Key Infrastructure (L5383 AAA™ 15 AA)

3.2.7 MPKI
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5.1.3 SETAMBZZ|AI AR A
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5.3.1.1.1 NARS_G_TSP_MakeTimeStampToken

JdEE

filo
e

AR 2

ok

e he

o},

int NARS_G_TSP_MakeTimeStampToken(
void * pVoid,
char * pcinTsalP,
int ninTsaPort,
unsigned char * puclnHashData,
int ninHashDatalLen,
unsigned char ** ppucOutTSACert,
int * pnOutTSACertLen,
unsigned char ** ppucOutToken,
int * pnOutToeknLen,
int nHashAlg

- H}2}0|E{(Parameters)

pVoid [in] 27|13} APIE ©] &3ty &d3t HE2E ¥y
pcInTsalP [in] TSA A¥ 2] IP

nInTsaPort [in] TSA A1¥ 2] Port

pucInHashData [in] A& &1 8T AL &4 a3k
nInHashDataLen [in] AIH &S 84T HA} &49 A at 2ol
ppucOutTSACert [out] TSA AW 9] Q1FA] HolH
pnOutTSACertLen [out] TSA AH 2] /AFSA Hol¥ Zo]
ppucOutToken [out] B} ZRIZ EF HolH

pnOutToeknLen [out] B} 2~HZ EZ ©o]g Zo]

nHashAlg [in] NSRS aHT A £4 WAIA oA ~E daig&

- 2|E1Zt(Return Values)

40

A13: ERROR CODE %

int NARS_C_API_GetErrorinfo() : &&t o8] AR

int NARS_C_API_GetDetailErrorInfo() : A olg] HH

. HI_T’_
N EEES A 3t APIERN A-HSJAAHIP, AHZEAAHPort, Al
AERs 83T HAAEA], Hash %}—’E]— 5< Inpute2 873 53

TimeStamp E&-2 F3%, NARS_G_TSP_VerifyTimeStampToken & ©| &
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ol

A=

A © 1, NARS_G_TSP_ParseTimeStampToken 35 ©]-&3]
£S5 AT F At 53 TSAMH ASAE AT AE HAS.

o %

- RTAE

nHashAlg Type2 B 3ol &3 o] Holx o] Unt.
#define HASH_ALG_SHA1 0x01 /* SHA1 */

#define HASH_ALG_MD5 0x02 /* MD5 */

#define HASH_ALG_HAS160 0x03 /* HAS160 */
#define HASH_ALG_SHA256 0x04 /* SHA256 */

out ¥ HlolEl= Ab&o] ¥ Fol= NARS_C_API Freeltem()E ©] &3}
HEE Al Wz sjAs] FooF gt

e

NARS_G_TSP_VerifyTimeStampToken
NARS_G_TSP_ParseTimeStampToken
NARS G TSP GetTSTGenTime

5.3.1.1.2 NARS_G_TSP_VerifyTimeStampToken

AR 2 %

ok

EE

s},

o
o|N

int NARS_G_TSP_VerifyTimeStampToken (
void * pVoid,
unsigned char * puclnHashData,
int ninHashDatalLen,
unsigned char * puclnToken,
int ninTokenLen

n}2t0|E{ (Parameters)
pVoid [in] 2713} APIE ©|&3ty &3 AE 2
pucInHashData [in] A& &<lS 8P A A2
ninHashDataLen [in] A& &<l& 8T A &A1Y siat 2ol
pucInToken [in] A& :gL?_] EZ
nInTokenLen [in] A&l EF 4o]

- 2|E1Z4(Return Values)

10
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43: ERROR CODE %=
int NARS_C_API_GetErrorInfo() : €4t o8] FKH
int NARS_C_API_GetDetailErrorInfo() : Al ozl X

P

_l (

AFHER EES AT st APIZAN ARERle 8 AAE HAEA, A
©)

NARS_G_TSP_MakeTimeStampToken
NARS_G_TSP_ParseTimeStampToken
NARS G_TSP_GetTSTGenTime

5.3.1.1.3 NARS_G_TSP_ParseTimeStampToken

AR BEEo] W&

o
Jo

s}l g},

d

int NARS_G_TSP_ParseTimeStampToken(
void * pVoid,
unsigned char * puclnToken,
int nInTokenLen,
unsigned char ** ppucOutCN,
int * pnOutCNLen,
unsigned char ** ppucOutDN,
int * pnOutDNLen,
unsigned char ** ppucOutPolicy,
int * pnOutPolicyLen,
unsigned char ** ppucOutHashAlg,
int * pnOutHashAlgLen,
unsigned char ** ppucOutHashValue,
int * pnOutHashValuelLen,
unsigned char ** ppucOutSerialNum,
int * pnOutSerialNumLen,
unsigned char ** ppucOutGenTime,
int * pnOutGenTimeLen,
unsigned char ** ppucOutNonce,
int * pnOutNoncelLen

- O}2}0|E{ (Parameters)

11
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pVoid [in] 27|13} APIE ©] &3t o3t HE2E Wy

pucinToken [in] Al &<l EZ

ninTokenLen [in] A H & EZ 4o

ppucOutCN [out] A H <154 2] DN2] CNgk

pnOutCNLen [out] AH¥ U549 DN CN#t 2o

ppucOutDN [out] A1H 1542 DNk

pnOutDNLen [out] AH <1549 DN# 2ol

ppucOutPolicy [out] A7} AH&S Al 8] B AAY A2 2E%
pnOutPolicyLen [out] AH 7} AFE-3F AR EF A B 2A¥EA 4ol
ppucOutHashAlg [out] AH Q1S QA3 vlo]EH o HAIA] oA ~EE
Adsted ARRE sl dadE

pnOutHashAlgLen [out] Al &<lS 243 HolE Y wAIA] oA ~EE
Adst=d AR sl %—T’—az 0]

ppucOutHashValue [out] A &AS 24 dlolE Q] WAR] Tho]A2E
pnOutHashValueLen [out] /\]792“’ % 843 HiolH Y WAIR tolA~E
4 o]

ppucOutSerialNum [out] A& EF AW
pnOutSerialNumLen [out] Al &<l EF] dH|s 4ol
ppucOutGenTime [out] AlF &1 B9 A4 ATt
pnOutGenTimeLen [out] A& &0 EF2] YA /\]Z_} 4ol

fofs

pnOutNonceLen [out] 3H WA A& A A& HJ'Z]% A AA G Aol

2|E1Zt(Return Values)
430

2l 7]: ERROR CODE #=%
int NARS_C_API_GetErrorinfo() : &yt oz} Fx
int NARS_C_API_GetDetailErrorInfo() : A olg] HE

H‘é

mlo

EZY WE&S FAsts APIEZA AR EF 5L Inputle &

o L I-J

2l
=5
- R7TAKE

out & HlolE& ARgo] £ Fol= NARS_C_API Freeltem()E ©]-83}
REEA] w2 sfAs] FofoF gt

.~
NARS_G_TSP_MakeTimeStampToken

12
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NARS_G_TSP_VerifyTimeStampToken
NARS G TSP GetTSTGenTime

5.3.1.1.4 NARS_G_TSP_GetTSTGenTime

ASA AF

ftlo

-

e

=

int NARS_G_TSP_GetTSTGenTime (
void * pVoid,
unsigned char * puclnToken,
int nInTokenLen,
unsigned char ** ppucOutGenTime,
int * pnOutGenTimelLen

- I}2}0|E{(Parameters)

void [in] 2713} APIE ©]&3le T3 AE2=E HE
pucinToken [in] A& &<l EZ

nInTokenLen [in] A& EF Zo]

ppucOutGenTime [out] A H &< EZo A4 Alxt
pnOutGenTimeLen [out] A @Qo] EZY A AR Aol

2|E1Zt(Return Values)
d3F: 0
Al 3. ERROR CODE #=
int NARS_C_API_GetErrorinfo() : €8t ol&] K
int NARS_C_API_GetDetailErrorInfo() : A olg] FH

- H

l

=
=

>~
i, o

59l EZ o] AL “2007-01-26T16:02:09-09:00” ¢} 728 grlo =z =

o e R

LN
out ¥= HE = A 2y
3

go] &= NARS_C_API_Freeltem()& ©]&-3}¢]
REEA wlmg] sjA|s] Fofof

_zl‘)‘_
=5
e

NARS_G_TSP_MakeTimeStampToken
NARS_G_TSP_VerifyTimeStampToken

13
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NARS_G_TSP_ParseTimeStampToken
5312 2IEM HE 2=
5.3.1.2.1 NARS_G_CER_VerifyCert

ASA AF

filo
e

=

.

int NARS_G_CER_VerifyCert(
void * pVoid,
char * pclnConfigFilePath,
char * pclnCertPolicies,
int nCertType,
unsigned char * puclnTrustedCert,
int ninTrustedCertLen,
unsigned char * pucinCert,
int nInCertLen,
unsigned char * puclnMyCert = NULL,
int nInMyCertLen = 0,
unsigned char * puclnMyPriKey = NULL,
int niInMyPriKeyLen = 0

- mj2t0|E{(Parameters)

pVoid [in] 2713 APIZ o] &3l 33 Ag2E HE
pcInConfigFilePath [in] 7 2 94X

pcInCertPolicies [in] 3] &3}= US4 BF &5
nCertType [in] AT ASAH T7F

pucInTrustedCert [in] A &3t HGS AS71H ASA
ninTrustedCertLen [in] 41 E|3t= H 49 AS7|H ASA 2ol
pucInCert [in] HSE ASA]

ninCertLen [in] A5 AEA 2ol

pucInMyCert [in] 5 QA Ao ASA

nInMyCertLen [in] A% QA =}9] /AFA Aol
pucInMyPriKey [in] A% 2329 AFSA 7H27]
nInMyPriKeyLen [in] A% 2A =29 AFA 7M7) Aol

- 2|ElZt(Return Values)
A3 0

o

of

2l 7]: ERROR CODE #=%

14
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int NARS_C_API_GetErrorinfo() : &&t ol2] HH
int NARS_C_API_GetDetailErrorInfo() : A olg] HH

H| D
AFA 1F PR
D AFA A2 H5
@ AFAH AZ 74
@ HAS) AF/# AFA AFA A
@ AFH A= AF
® AFA A= AA o} el
2T
AL Qe
=7

NARS G CER GetSerialNum
NARS G CER_GetlssuerName
NARS_G_CER_GetValidity
NARS_G_CER_GetSubjectName
NARS_G_CER_GetPubKeyAlg
NARS_G_CER_GetCRLDP

53.1.3 218N 22| 2=

5.3.1.3.1 NARS_G_CER_GetSerialNum

AZM Y JANE

i

g
2

4

s},

int NARS_G_CER_GetSerialNum (
void * pVoid,
unsigned char * puclnCertificate,
int ninCertificateLen,
unsigned char ** ppucOutBuffer,
int * pnOutBufferLen

- O}2t0|E{ (Parameters)

pVoid [in] 2713} APIE ©]&3slo] &9 HE2E He
pucInCertificate [in] 154 H©lo|H

nInCertificateLen [in] *15A] ©lo]E el 4ol

15
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ppucOutBuffer [out] AFA 2] AHEHS
pnOutBufferLen [out] Q1549 AEHT Zo]

- 2|EdZt(Return Values)

480

213): ERROR CODE %%

int NARS_C_API_GetErrorinfo() : &&t olg] AR

int NARS_C_API_GetDetailErrorInfo() : A olg] FH

t= sl A7 A

ol

H| 2
dAHT = A7 HNA EFs= ASA A Fo
&

out = dlolElE Abgol By FolE NARS_C_APL Freeltem()E ©]-§3}e]
WA ve SAs Folok @k

.

NARS_G_CER_VerifyCert
NARS G CER_GetlssuerName
NARS_G_CER_GetValidity
NARS_G_CER_GetSubjectName
NARS_G_CER_GetPubKeyAlg
NARS_G_CER_GetCRLDP

5.3.1.3.2 NARS_G_CER_GetlssuerName

AFH ] BFA o] F eIk,

int NARS_G_CER_GetlssuerName (
void * pVoid,
unsigned char * puclnCertificate,
int ninCertificateLen,
unsigned char ** ppucOutBuffer,
int * pnOutBufferLen

16
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- m}2t0|E{(Parameters)

pVoid [in] 27|13} APIE ©] &3t dd3t HE2E ¥y
pucInCertificate [in] ¢15A] © o] E]

nInCertificateLen [in] {15 4] Hlo|E <] 4o
ppucOutBuffer [out] 154 T5A FH
pnOutBufferLen [out] 154 TEA FH Zo]

- 2|EZt(Return Values)

450

A 9): ERROR CODE %=

int NARS_C_API_GetErrorInfo() : ¢4t o8] A1

int NARS_C_API_GetDetailErrorInfo() : &A| ole] FxH

il

AFH ] WA o] F eIk,

o7
out ¥ HolEE ALgo] Bk Foli: NARS_C_API Freeltem()E o] -3}
REEA] WmEl sjAs) Fofok drh

e

NARS_G_CER_VerifyCert
NARS _G_CER_GetSerialNum
NARS_G_CER_GetValidity
NARS_G_CER_GetSubjectName
NARS_G_CER_GetPubKeyAlg
NARS_G_CER_GetCRLDP

5.3.1.3.3 NARS_G_CER_GetValidity

AFAe FEAZE FAsE

int NARS_G_CER_GetValidity (
void * pVoid,
unsigned char * puclnCertificate,
int ninCertificateLen,
unsigned char ** ppucOutBuffer,

17
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int * pnOutBufferLen

- m}2t0|E{(Parameters)

pVoid [in] 27|13} APIE ©] &3ty TE3t HE2E Wy
pucInCertificate [in] ¢15A] @ o] E]

nInCertificateLen [in] <15A4] Hlo]Ele] Zo]
ppucOutBuffer [out] 1542 F&7]|ZH

pnOutBufferLen [out] 15419 FAEZIZF 2ol

- 2|EdZ4(Return Values)

4 9): ERROR CODE =
int NARS_C_API_GetErrorInfo() : &4k o8] FH
int NARS_C_API_GetDetailErrorInfo() : Al olg] AR

. HI_T’_

Sa&7)17He “2003-06-12 14:51:41 ~ 2003-09-12 14:51:41” 9} & 2oz g

HeEt

- A

out ¥ H|°|HE= A&l Ed &
whe A wme] sjAls) Folok gk
e

NARS_G_CER_VerifyCert

NARS G _CER_GetSerialNum
NARS G CER_GetlssuerName
NARS_G_CER_GetSubjectName
NARS_G_CER_GetPubKeyAlg
NARS_G_CER_GetCRLDP

5.3.1.3.4 NARS_G_CER_GetSubjectName

AFA ) 24 olEE HAdh

O

ol = NARS_C_API_Freeltem()E ©]-&3}]

int NARS_G_CER_GetSubjectName (
void * pVoid,

18
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unsigned char * puclnCertificate,
int ninCertificateLen,
unsigned char ** ppucOutBuffer,
int * pnOutBufferLen

- m2}0|E{(Parameters)

pVoid [in] 2713} APIE ©o]&3ly T3g HE2E W
pucInCertificate [in] 54 ©lo|H

nInCertificateLen [in] ?15A] ©lo]E el 4ol
ppucOutBuffer [out] 1F5AS] &FAF

pnOutBufferLen [out] UF5A1e] &FAF Ao

- 2|E1Zt(Return Values)

4 3l: ERROR CODE %=
int NARS_C_API_GetErrorinfo() : €R®F ol&] AHK
int NARS_C_API_GetDetailErrorInfo() : Al oz AR

out HE HolEE Ago| $oll= NARS_C_API_Freeltem()& ©]-8-3}]
Hr= A W 2y A8 ook 3t}

o
o

. 7_.§.I'_T’_

NARS_G_CER_VerifyCert
NARS G CER GetSerialNum
NARS G_CER_GetlssuerName
NARS_G_CER_GetValidity
NARS_G_CER_GetPubKeyAlg
NARS_G_CER_GetCRLDP

5.3.1.3.5 NARS_G_CER_GetPubKeyAlg

AFA e /7] dagFS J53H

19
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int NARS_G_CER_GetPubKeyAlg (
void * pVoid,
unsigned char * puclnCertificate,
int ninCertificateLen,
unsigned char ** ppucOutBuffer,
int * pnOutBufferLen

ul2t0|E{ (Parameters)
pVoid [in] 7|3} APIE ©] &3t &9 A XE Wy
pucInCertificate [in] 154 ©lo|H
nInCertificateLen [in] 15A4] Hlo]Ele] Zo]
ppucOutBuffer [out] 3717] &ig&
pnOutBufferLen [out] 3717] €31 ElF 4o

- 2|EdZt(Return Values)

8&: 0

A 9): ERROR CODE %=

int NARS_C_API_GetErrorinfo() : €8t ol&] K

int NARS_C_API_GetDetailErrorInfo() : Al ozl AR

. H|D

d318]F2 RSAQ! -+ “rsaEncryption”, KCDSAR] 7%+
”kcdsa1W1thSHA1” CC %l 749+ “ecPublicKey” ¢} Zo] 2&¥

& e dugEdd Aeole dgEe OIDwte] S¥dnh (OM "1
2 840 113549 1 1 17)

LN

out 5= HIolH < Aol 29
HEEA] wl iz sfAs) Fojok ¢

Zol&= NARS_C_API_Freeltem()& ©]-&-3}4
A=y

e

NARS_G_CER_VerifyCert
NARS_G_CER_GetSerialNum
NARS G CER GetlssuerName
NARS_G_CER_GetValidity
NARS_G_CER_GetSubjectName
NARS_G_CER_GetCRLDP

20
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5.3.1.3.6 NARS_G_CER_GetCRLDP

ASA2] CRL ¥l ZAH & FQlg

int NARS_G_CER_GetCRLDP (
void * pVoid,
unsigned char * puclnCertificate,
int ninCertificateLen,
unsigned char ** ppucOutBuffer,
int * pnOutBufferLen

- m}2t0|E{(Parameters)

pVoid [in] 2713} APIE °©]&3le] &3 7 2=E HEp
pucInCertificate [in] €15A] H© o] H

nInCertificateLen [in] 1541 ©lo]E <] 4o
ppucOutBuffer [out] A4 WIZXH AR
pnOutBufferLen [out] 15A] BiZA|H AKX Aol

- 2|E1Z}(Return Values)

430

213): ERROR CODE %%

int NARS_C_API_GetErrorInfo() : €4l o] HFx

int NARS_C_API_GetDetailErrorInfo() : A o2l Hx

il

¢1Z=x 9] CRL HlZA AL &elsit},

- QTAE
out =& HloJH &= A&l £ Fof= NARS_C_API_Freeltem()E ©]-&3}<
HEC Al w52 3fA|s)] FofoF g,

e

NARS_G_CER_VerifyCert
NARS G _CER_GetSerialNum
NARS _G_CER_GetlssuerName
NARS_G_CER_GetValidity
NARS_G_CER_GetSubjectName
NARS_G_CER_GetPubKeyAlg

21
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5.3.1.4 7liel7| Blz| B=E

5.3.1.4.1 NARS_G_PRI_Decrypt

ols 3ty 77 E nYHEE E53)

e

=

int NARS_G_PRI_Decrypt (
void * pVoid,
char * pclnPasswd,
unsigned char * puclnEncPriKey,
int nInEncPriKeyLen,
unsigned char ** ppucOutPurePriKey,
int * pnOutPurePriKeyLen

- I}2}0|E{(Parameters)

pVoid [in] 27|13} APIE ©] &3ty Td3t AE2E ¥y
pcInPasswd [in] 71712 v S

pucInEncPriKey [in] ¢&3}E 71217

nInEncPriKeyLen [in] & 3}E 71<17] 2o
ppucOutPurePriKey [out] &35 38 71217
pnOutPurePriKeyLen [out] £3&3}5 7117] Ao]

- 2|E4Z4(Return Values)

49): ERROR CODE %=
int NARS_C_API_GetErrorInfo() : €1k o8] FKH
int NARS_C_API_GetDetailErrorInfo() : Al ozl X

- TAME
out ¥ HolElE AHgo] Ed Fol= NARS_C_API_Freeltem()E ©]-83}+4
WE A W 2a sAs) Folof sk

=

22



NAK 32-2:2011(v1.1)

FAE =

5.3.1.5 BASE64 2=

5.3.1.5.1 NARS_G_B64_Encode

BASE64 Q17 WS 33t}

int NARS_G_B64_Encode(
void * pVoid,
unsigned char * puclnData,
int ninDatalLen,
unsigned char ** ppucOutEncData,
int * pnOutEncDatalLen

- uf2t0|E{(Parameters)

pVoid [in] 2713} APIE ©]&3le T3 HAHE |
pucInData [in] BASE64 =P E H 01 E

nInDataLen [in] BASE64 IZ QT dHlo]g Zo]
ppucOutEncData [out] Q1ZE ¥ dlo]H
pnOutEncDatalen [out] 9129 ¥ Ho|E Zo]

2|E1Zt(Return Values)

dE: 0

43: ERROR CODE %=
int NARS_C_API_GetErrorInfo() : €8t o2 K
int NARS_C_API_GetDetailErrorInfo() : Al ol X

. HI_T’_
HolEE BASE64 159 =, Hio|UE] Ho|HE ofx7] HAER HALH.

 27MY
out B HlolEE Ago] Ty
wres) wmel A Folok @

.~
NARS G B64 Decode

Foll&= NARS_C_API_Freeltem()& ©]&-3}4
A=y

23
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5.3.1.5.2 NARS_G_B64_Decode

BASE64 Q17 WS 33t}

int NARS_G_B64_Decode (
void * pVoid,
unsigned char * puclnEncData,
int nInEncDataLen,
unsigned char ** ppucOutData,
int * pnOutDatalLen

- u}2t0|E{(Parameters)

pVoid [in] 2713} APIE o] &3t &3k AE~E W
pucInEncData [in] BASE64 T ZH T H|o]H
nInEncDatalen [in] BASE64 T & ©|o]E Zo]
ppucOutData [out] T/ Zd ¥ Ho|H

pnOutDatalen [out] T3d # Hlo]g Zo]

- 2|EZt(Return Values)

A& 0

27): ERROR CODE %=
int NARS_C_API_GetErrorInfo() : ¥4t o8] A1
int NARS_C_API_GetDetailErrorInfo() : A olg] FE

. HI_T’_
Hlo]E| S BASE64 TJEZW =, o}

[>

7] H2EE ol g dlolH 2 Rt}

- QTANE
out ¥« HloJEl= ARgo] Ed Fol= NARS_C_API Freeltem()& ©]-83}
HFEA] w2 sAs] Folof Frt.

.

NARS G B64 _Encode

5.3.2 Z7|HSHA A

24
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int NARS_L_API_SetCVAServerinfo(
void * pVoid,
char * pcCVAServerlP,
int nCVAServerPort,
char * pcSysCode

- O}2}0(E{(Parameters)

pVoid [in] £718F APIZ o] §3ke] &at A 1E W
pcCVAServerlP [in] &7 A5 AHY IP
nCVAServerPort [in] &7 % AH < Port

pcSysCode [in] 71#FE

- 2|EdZt(Return Values)

dE: 0

Al 3. ERROR CODE #=
int NARS_C_API_GetErrorinfo() : €®F ol&] K
int NARS_C_API_GetDetailErrorInfo() : A o2l H X

il
AAMY Z71HS AW JEE JHIAo

- 2P
NIAT Ye

. &7

NARS_L_API_LongTermVerifyCert
5.3.2.1.2 NARS_L_API_LongTermVerifyCert

A Av A71dS AMzREH 2 ASHolHE A5dH. =3 JISA

-
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int NARS_L_API_LongTermVerifyCert (
void * pVoid,
char * pclnConfigFilePath,
char * pclnSignedDate,
unsigned char * pucinCert,
int ninCertLen,
unsigned char * puclnMyCert,
int ninMyCertLen

- ml2t0|E{(Parameters)

pVoid [in] 2713} APIE o]&3ly T3¢ HE~E W
pcInConfigFilePath [in] S ASAH BHE Z3stal )
(gpkiapi.conf) %] X]

pcInSignedDate [in] HAAH S AT SRV HFS LA st Ex)
pucInCert [in] 53R} 3= ASA

nInCertLen [in] AZ3dta1A} 3= QAFA] Ao

pucInMyCert [in] A5 SA A2 AFSA]

nInMyCertLen [in] A% QA =x}9] /AFA Aol

- 2|EZt(Return Values)

40

A 3. ERROR CODE =

int NARS_C_API_GetErrorInfo() : ¥4t og] A1

int NARS_C_API_GetDetailErrorInfo() : A o2l H X

. HI_T’_

ASAE ol&sto] A AW Brdse 3T

. 2TAE
NIAG e

e

NARS_L_API_SetCV AServerInfo
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5.3.3.1.1 NARS_L_API_SetDCAServerinfo

AEG Ao ArE Y

e

o,

int NARS_L_API_SetDCAServerInfo(
void * pVoid,
char * pcDCAServerlP,
int nDCAServerPort,
char * pcSysCode

- m}2}0|E{ (Parameters)

pVoid [in] 713} APIE ©]-&3l &3t HEX~E W
pcCVAServerlP [in] ZIEZ1 AHe| IP
nCVAServerPort [in] ZIE3Q] A H 2] Port

pcSysCode [in] 7|#FE

- 2|E1Zt(Return Values)
A9 ERROR CODE %=

int NARS_C_API_GetErrorinfo() : €&+ 2] AR
int NARS_C_API_GetDetailErrorInfo() : A o2l Hx

e

JEZA Mrel RS dH

o},

NARS_D_API_RequestARCCertInfo
NARS_D_API_VerifyARCCertInfo
NARS D API ParseARCCertInfo
NARS D_API Release ARCCertInfo

5.3.3.1.2 NARS_D_API_RequestARCCertInfo

27
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int NARS_D_API_RequestARCCertinfo(
void * pVoid,
char * pcPolicyOID,
IN_TARGET_ORG_AND_ISSUED stOrgAndlssued,
unsigned char ** ppucOutARCCertInfo,
int * pnOutARCCertinfolLen,
int * pnOutDocHashAlg

- I}2t0|E{(Parameters)

pVoid [in] 2713} APIE o]&3ly T3¢ HE~E W
pcPolicyOID [in] S% A4 A3 OID

stOrgAndIssued [in] A HESH BH
ppucOutARCCertInfo [out] THA A X
pnOutARCCertInfoLen [out] S A Z o]
pnOutDocHashAlg [out] AAHEA 34 Laig]E

- 2|EZt(Return Values)

8430

4 9: ERROR CODE %=

int NARS_C_API_GetErrorinfo() : €& o8] HR

int NARS_C_API_GetDetailErrorInfo() : A o2l HE

out ¥ HlolEl= AbEo] ¥ Fol= NARS_C_API Freeltem()E ©] &3}
REEA] wlme] sjA|sl Folof

T

NARS D_API SetDCAServerInfo
NARS_D_API_Verify ARCCertInfo
NARS D_API ParseARCCertInfo
NARS D_API Release ARCCertInfo
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o|N

WS AZH0.

= S

NAK 32-2:2011(v1.1)

int NARS_D_API_VerifyARCCertInfo(
void * pVoid,
char * pcCertToolkitConfPath,
unsigned char * pucARCCertInfo,
int nARCCertInfolLen,
unsigned char * pucRootCert,
int nRootCertLen,
ARCCERT_VERIFY_ITEM stACVeriftltem

- m}2t0|E{(Parameters)

pVoid [in] 7138} APIE o]&3l & =)
pcCertToolkitConfPath [in] %Al $E G2 9%
pucARCCertInfo [in] S84 FE

nARCCertInfoLen [in] S A Zo]

pucRootCert [in] &% US4

nRootCertLen [in] /&2 ASA Zo]
stACVeriftltem [in] S8 A AS &5 AR

- 2|El4t(Return Values)

430

Al3): ERROR CODE #=x

int NARS_C_API_GetErrorInfo() : €8t o2 A K

int NARS_C_API_GetDetailErrorInfo() : Al ozl X

.1l

NIAT e

 27MY

out =+ HOE & ARgo] £1d o= NARS_C_API Freeltem() & ©]-83}

HEEA] Wz sfjA|s] Fofof jhrt

ik

gl
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NARS D_API SetDCAServerInfo
NARS_D_API_RequestARCCertInfo
NARS D API ParseARCCertInfo
NARS D_API Release ARCCertInfo

5.3.3.1.4 NARS_D_API_ParseARCCertInfo

o|N

BAE vAdste] 1 Ay

2=t

ol
i

%

int NARS_D_API_ParseARCCertInfo(
void * pVoid,
unsigned char * pucARCCertInfo,
int NnARCCertInfolLen,
ARCCERT_INFO * pstARCCertinfo

- m}2}0|E{(Parameters)

pVoid [in] 2713 APIE o] &3le] &3 AP rE W
pucARCCertInfo [in] A FX

nARCCertInfoLen [in] S Al 4o]

pstARCCertInfo [out] SHA] AR

- 2|EdZL(Return Values)

29 ERROR CODE %%
int NARS_C_API_GetErrorInfo() : &4+ oz} Fx
int NARS_C_API_GetDetailErrorInfo() : Al olg] X

o

out & H|°JH &= AF&o

]
WA W B2 sfAs) FojoF g

e

NARS D _API SetDCAServerInfo
NARS_D_API_RequestARCCertInfo
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NARS_D_API_Verify ARCCertInfo
NARS D_API Release ARCCertInfo

5.3.3.1.5 NARS_D_API_ReleaseARCCertInfo

STHAME AR Ao vEZE AT

int NARS_D_API_ReleaseARCCertInfo(
void * pVoid,
ARCCERT_INFO * pstARCCertinfo

- m}2}o|E{ (Parameters)
pVoid [in] 2713} APIE ©]&3dl &&3 HEXE ¥
pstARCCertInfo [in] S84 HE

- 2|E1Z}(Return Values)

430

2 7]: ERROR CODE %=

int NARS_C_API_GetErrorInfo() : ¥4t oz 1

int NARS_C_API_GetDetailErrorInfo() : Al ozl AX

- |

1948 9le

[«

. 7_.§.I'_T’_

NARS_D_API_SetDCAServerInfo
NARS_D_API_RequestARCCertInfo
NARS_D_API_VerifyARCCertInfo
NARS D API ParseARCCertInfo

5.3.4 SEERMEBEAIAY o1

31
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5.3.4.1.1 NARS_S_API_SetISMServerinfo

SRAAMY Ao JRE Qe

NAK 32-2:2011(v1.1)

int NARS_S_API_SetISMServerinfo(
void * pVoid,
char * pclSMServerlP,
int nISMServerPort,

- IO}2}0(E{(Parameters)

pVoid [in] 2718} APIZ o] &3ate] sl AE~E W4

pcISMServerlP [in] T& XA AH e 1P
nISMServerPort [in] T AAAH AH ] Port

- 2|E1Z}(Return Values)

A& 0

213: ERROR CODE =%

int NARS_C_API_GetErrorInfo() : {1t
int NARS_C_API_GetDetailErrorInfo() :

. |:||
SHAAAT Ave] ARE Q@)

K

. 2T
A gl

e
NARS_S_API SignTobe
NARS_S_API VerifySignTobe
NARS_S_API_SignHashBig
NARS_S_API VerifySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VerifySignatureTobe

oz Ax
Al olE AR
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NARS_S_API_SignatureHashBig
NARS_S_API_VeritySignatureHashBig
NARS_S_API_SignatureLocal
NARS_S_API VerifySignatureLocal
NARS_S_API_GetCert

5.3.4.1.2 NARS_S_API_SignTobe

A&l 3k HashE A8t SdAAAAEA AR A5 dHolg Ade 8

s},

z

int NARS_S_API_SignTobe(
void * pVoid,
char * pclD,
char * pcPass,
unsigned char * puclnTobe,
int ninTobelLen,
unsigned char ** ppucOutSignedData,
int * pnOutSignedDatalen

- I}2}0|E{ (Parameters)

pVoid [in] %713} APIE o] &3] ubat e 1E WH
pcID [in] AR&AF ofolt]

pcPass [in] AH&#F HIUHE

pucInTobe [in] ¥& Ho]E

ninTobeLen [in] Y& o]E]e] 4o]

ppucOutSignedData [out] HZ}A ™ T o] ¥
pnOutSignedDataLen [out] A4 ™ Hlo]g o]

- 2|E1ZL(Return Values)
4l 7]: ERROR CODE #=

int NARS_C_API_GetErrorInfo() : &4k o8] FKH
int NARS_C_API_GetDetailErrorInfo() : A ol2] FH
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of 5ol 5of lofof 3ot

- QTALE
out =& HloJH &= A&l £ Fof= NARS_C_API_Freeltem()E ©]-8&3}<
HEE Al W 2g] S| A8 FojoF St

e

NARS_S_API_SetISMServerInfo
NARS_S_API VerifySignTobe
NARS_S_API_SignHashBig
NARS_S_API_VerifySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VeritySignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_VeritySignatureHashBig
NARS_S_API_SignatureLocal
NARS_S_API_VerifySignatureLocal
NARS_S_API_GetCert

5.3.4.1.3 NARS_S_API_SignHashBig

B go]

El”
o] § A A] &

POl ed 49 4ol tie Hash® A4 ste] Awel A o
239

int NARS_S_API_SignHashBig(
void * pVoid,
char * pclD,
char * pcPass,
char * pclnTobePath,
unsigned char ** ppucOutHashSignedData,
int * pnOutHashSignedDatalen,
int nHashAlgo

- I}2}0|E{(Parameters)

pVoid [in] 713} APIE ©]&3te] &893 HAYXE Wy
pcID [in] AR&AF ofolH

pcPass [in] AH&AF IS

pcInTobePath [in] Y& Ho|HY H=
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ppucOutHashSignedData [out] ¥+¢] Hasholl thd HAA" ©olH
pnOutHashSignedDataLen [out] Y2 Hasholl thd AAA = wlojg Zoj
nHashAlgo [in] 34 €18+

2|E1Zt(Return Values)
430
A3): ERROR CODE %=
int NARS_C_API_GetErrorinfo() : &%t ol2] AR
int NARS_C_API_GetDetailErrorInfo() : A ol2] HH

- H[
AAMEE a7] fsiAe vlE ASA S /A7), A ETE Arjel] 55l
wo] glojof 3ot

- QT AME

nHashAlgo Type2 S|t 3d o] b5 o] Holxo] Ut
#define ISM_HASH_ALG_SHA1 0x05 /* SHA1 */
#define ISM_HASH_ALG_MD5 0x03 /* MD5 */

#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */
out H= HolE = Aol Ed Fol= NARS_C_API Freeltem()E ©] &3}
HFE Al w2 SAs] Fojok gt

Sl

NARS S API SetISMServerInfo
NARS_S_API_SignTobe
NARS_S_API VeritySignTobe
NARS_S_API_VerifySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VerifySignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_VerifySignatureHashBig
NARS_S_API_SignatureLocal
NARS_S_API_VerifySignatureLocal
NARS S API GetCert

5.3.4.1.4 NARS_S_API_SignatureTobe

QA

o

Aol thall Al A= gt A4

e
i

35



NAK 32-2:2011(v1.1)

int NARS_S_API_SignatureTobe(
void * pVoid,
char * pclD,
char * pcPass,
unsigned char * puclnTobe,
int ninTobelLen,
unsigned char ** ppucOutSignature,
int * pnOutSignatureLen,
unsigned char ** ppucOutMakeSignatureDate,
int * pnOutMakeSignatureDatelLen,
int nHashAlgo

- mf2}0|E{(Parameters)

pVoid [in] 2713} APIE ©|&3lo] &3 AE2~E W
pcID [in] AR&AF ofolH

pcPass [in] AH&#F IS

pucInTobe [in] ¥ dlo]E

ninTobeLen [in] ¥& Ho]E]e] 4o

ppucOutSignature [out] ¥&ol| gk A=k
pnOutSignatureLen [out] ¥l thgk A gk o]
ppucOutMakeSignatureDate [out] A1 #t= AT LA
pnOutMakeSignatureDateLen [out] A% #k= A s LA Ao
nHashAlgo [in] 341 ¢218F

- 2|E1Z}(Return Values)

A& 0

4 3): ERROR CODE %%
int NARS_C_API_GetErrorinfo() : R ol&] HE
int NARS_C_API_GetDetailErrorInfo() : Al ozl AR

- H|3
AAABE 87) AL e AFA s A7), BRI} Ao FSo)
o] glojof T,

. 2TAE

nHashAlgo Type< st atdol| o33 o] AHox o] ot
#define ISM_HASH_ALG_SHA1 0x05 /* SHA1 */
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#define ISM_HASH_ALG_MD5 0x03 /* MD5 */
#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */

out ¥ HlolEl= AbEo] ¥ Fol= NARS_C_API Freeltem()E ©] &3}
HFEA] w2 A Fojok gt

T

NARS S API SetISMServerInfo
NARS_S_API SignTobe
NARS_S_API_VerifySignTobe
NARS_S_API SignHashBig
NARS_S_API_VerifySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_VerifySignatureHashBig
NARS_S_API_SignatureLocal
NARS_S_API_VerifySignatureLocal
NARS_S_API_GetCert

5.3.4.1.5 NARS_S_API_SignatureHashBig

AR dolet hEFY A A S Hash® BA3te] Auiel A7 g
WAe aRBoh

int NARS_S_API_SignatureHashBig(
void * pVoid,
char * pclD,
char * pcPass,
char* pcTobePath,
unsigned char ** ppucOutSignature,
int * pnOutSignatureLen,
unsigned char ** ppucOutMakeSignatureDate,
int * pnOutMakeSignatureDateLen,
int nHashAlgo

- m}2}o|E{ (Parameters)

pVoid [in] %718 APIE o] &3le] @gal Ad2E W
pcID [in] AF-&X} ofo]t]

pcPass [in] AF&A} HIMH S
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pcTobePath [in] Y& HlolH A=

ppucOutSignature [out] ol g A5k
pnOutSignatureLen [out] Y& thk Ak 2ol
ppucOutMakeSignatureDate [out] A H S A4S HA|
pnOutMakeSignatureDateLen [out] A" &< *
nHashAlgo [in] 3l &igl&

o=
o,
o
e
>,
iy,
o

- 2|E1Z}(Return Values)

4E: 0

2 3: ERROR CODE &%

int NARS_C_API_GetErrorInfo() : ¥4l og] AR

int NARS_C_API_GetDetailErrorInfo() : A o2l H X

. HI_T’_
AAAE S 571 AsliAe g A4 7HQ17], v E7F Aud 550l
5o} slojok @,

- RTAE

nHashAlgo Type& sltisd o] ot o] Hojxo] Ut
#define ISM_HASH_ALG_SHA1 0x05 /* SHA1 */
#define ISM_HASH_ALG_MD5 0x03 /* MD5 */

#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */

out &= HloJE & Ao £ Sol= NARS_C_API_Freeltem()E ©]-& 3}
HFEA] w2 g] sfAE] FojoF gkt

T

NARS S API _SetISMServerInfo

NARS_S_API SignTobe

NARS_S_API VerifySignTobe

NARS_S_API_SignHashBig

NARS_S_API_VerifySignHashBig

NARS_S_API_SignatureTobe

NARS_S_API VerifySignatureTobe NARS_S_API_VerifySignatureHashBig
NARS_S_API_SignatureLocal

NARS_S_API VerifySignatureLocal

NARS_S_API_GetCert

5.3.4.1.6 NARS_S_API_SignatureLocal
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Aol thet HashE st Aw & A< 233

int NARS_S_API_SignatureLocal(
void * pVoid,
char* pcTobePath,
char* pcCertPath,
char* pcKeyPath,
char* pcKeyPwd,
unsigned char ** ppucOutSignature,
int * pnOutSignatureLen,
unsigned char ** ppucOutMakeSignatureDate,
int * pnOutMakeSignatureDatelLen,
int nHashAlgo

- uf2t0|E{(Parameters)

pVoid [in] 27|13} APIE o] &3ty TE3t HAE2E ¥y
pcTobePath [in] Y& HolE A=

pcCertPath [in] A& US4 H=

pcKeyPath [in] A& AS5A 77| A=

pcKeyPwd [in] 7H<17] BIHH S

ppucOutSignature [out] ¥l gk A gk
pnOutSignatureLen [out] Y& Tk Ak 2ol
ppucOutMakeSignatureDate [out] A1 #t-S A4 LA
pnOutMakeSignatureDateLen [out] A< 43 A 2o
nHashAlgo [in] a4 &a18]&

- 2|EdZt(Return Values)

A& 0

2 3): ERROR CODE %%
int NARS_C_API_GetErrorInfo() : ¢4t o8] Hx
int NARS_C_API_GetDetailErrorInfo() : &A| ol2] FH

. HI_T’_

AN A5e FEADANNA 314 21 2Zelq FHF

. QAN

0%
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nHashAlgo Type& st o] ot o] Heolxo Ut
#define ISM_HASH_ALG_SHA1 0x05 /* SHA1 */
#define ISM_HASH_ALG_MD5 0x03 /* MDS5 */

#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */

out H& HloJE & Atgo] £d Fol= NARS_C_API Freeltem()E& ©] &3t
WAl w =2 sfAs] FofofF gt

.

NARS S API SetISMServerInfo

NARS_S_API SignTobe

NARS_S_API_VerifySignTobe

NARS_S_API_SignHashBig

NARS_S_API_VeritySignHashBig

NARS_S_API_SignatureTobe

NARS_S_API VerifySignatureTobe NARS_S_API_VerifySignatureHashBig
NARS_S_API_VerifySignatureLocal

NARS_S_API_GetCert

5.3.4.2 MXMH HS
5.3.4.2.1 NARS_S_API_VerifySignTobe

EFAAAY Ao AAME AZ 24S s}

int NARS_S_API_VerifySignTobe(
void * pVoid,
char * pclD,
char * pcPass,
unsigned char * puclnTobe,
int ninTobelLen,
unsigned char * puclnSignedData,
int ninSignedDatalen,
unsigned char ** ppucOutSignerCert,
int * pnOutSignerCertLen

- m}2t0|E{(Parameters)
pVoid [in] %7]3} APIE ©]&3le &3 HE2E W
peID [in] AR&AF ofelH

40



NAK 32-2:2011(v1.1)

pcPass [in] AH&AF B S

pucInTobe [in] ¥& ©]o]E

ninTobeLen [in] Y-&2H| o] 2] Zo]

pucInSignedData [in] &l th3t HAA™ T o]
nInSignedDataLen [in] Y&l gt HAA ™ do]El Ho]
ppucOutSignerCert [out] AAA g AFA]
pnOutSignerCertLen [out] AT Q1EA A o]

- 2|EZt(Return Values)

A& 0

A 9): ERROR CODE %%
int NARS_C_API_GetErrorInfo() : ¢4t o8] A1
int NARS_C_API_GetDetailErrorInfo() : A o2l H X

AAAE AFE 57 ANAE v1g AFAHsh AT, MBAET FHAR

- QTALE
out & HlolE= Aol 3 $ol= NARS_C_API Freeltem()E ©]-83+4
WFEA] Wl 2E] sfAE] Fofof gt

.

NARS S API _SetISMServerInfo
NARS_S_API SignTobe
NARS_S_API_SignHashBig
NARS_S_API_VeritySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VerifySignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_VerifySignatureHashBig
NARS_S_API SignatureLocal
NARS_S_API_VerifySignatureLocal
NARS_S_API_GetCert

5.3.4.2.2 NARS_S_API_VerifySignHashBig

A& HolH7F &FLd FF Aol AAAE AS 23S I
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int NARS_S_API_VerifySignHashBig(

void * pVoid,

char * pclD,

char * pcPass,
char * pclnTobePath,
char * pclnSignedHashPath,
unsigned char ** ppucOutSignerCert,
int * pnOutSignerCertLen,
int nHashAlgo

- I}2f0|E{(Parameters)

pVoid [in] 273} APIE ©] &3l €93 HAEX2E ¥

pcID [in] AF&AF oFolt

pcPass [in] AH&AF HIYH S

pcInTobePath [in] Y& Ho|HY H=

pcInSignedHashPath [in] ¥ £2] Hasholl tig AxA™ HolHe A=
ppucOutSignerCert [out] AAAIE T 15 A

pnOutSignerCertLen [out] AAA T AFA 2ol

nHashAlgo [in] 341 ¢18F

- 2|EZt(Return Values)

A& 0

2 7): ERROR CODE %=
int NARS_C_API_GetErrorInfo() : €4t o8] HFx
int NARS_C_API_GetDetailErrorInfo() : A olg] HH

. HI_T’_
AAMT Hs= 87

7] AL HE AFAe AT, MY} Aol
520] Ho] glofo

- 2T

nHashAlgo Type& sltisd o] ot o] Heolxo] Tt
#define ISM_HASH_ALG_SHA1 0x05 /* SHA1 */
#define ISM_HASH_ALG_MD5 0x03 /* MD5 */

#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */

out ¥ HlolEl= Ab&o] ¥ Fol= NARS_C_API Freeltem()E ©]-&3}]
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REEA vz sjAs) Fojok .

. 7_.§.I'_T’_

NARS S API SetISMServerInfo
NARS_S_API_SignTobe
NARS_S_API_VeritySignTobe
NARS_S_API_SignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VeritySignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_VerifySignatureHashBig
NARS_S_API_SignatureLocal
NARS_S_API VerifySignatureLocal
NARS S API _GetCert

5.3.4.2.3 NARS_S_API_VerifySignatureTobe

ok
o

THAAAE Aol A HolHo et AAME HF 8H e

int NARS_S_API_VerifySignatureTobe(
void * pVoid,
char * pclD,
char * pcPass,
unsigned char * puclnTobe,
int ninTobelLen,
unsigned char * puclnSignature,
int ninSignaturelLen,
unsigned char * puclnMakeSignatureDate,
int ninMakeSignatureDateLen,
unsigned char ** ppucOutSignerCert,
int * pnOutSignerCertlLen,
int nHashAlgo

- I}2f0|E{(Parameters)

pVoid [in] 27|13} APIE ©] &3t dd3t HE~E Wy
pcID [in] AF&AF oot

pcPass [in] AH&-#F B S

pucInTobe [in] ¥& Ho]E

nInTobeLen [in] ¥ & dlo]E 2] Zo]
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pucInSignature [in] ¥&ol thd A gk

nInSignatureLen [in] &l th3k A ghe] doj
pucInMakeSignatureDate [in] A H3tS AT LA
nInMakeSignatureDateLen [in] A% #k-S A3 LAl9] 4ol
ppucOutSignerCert [out] A AAE I QAFA
pnOutSignerCertLen [out] HAA}AHE AFA Ao
nHashAlgo [in] 341 ¢18F

- 2|EZt(Return Values)

40

A 3. ERROR CODE =

int NARS_C_API_GetErrorInfo() : ¢4t o8] A1

int NARS_C_API_GetDetailErrorInfo() : A o2l H X

A M= mE AFA e ALY, ML ST A
o}

- 2TAE

nHashAlgo Type& slti3d o] tha3 o] Holxo] Ut
#define ISM_HASH_ALG_SHA1 0x05 /* SHA1 */
#define ISM_HASH_ALG_MD5 0x03 /* MD5 */

#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */

out ¥ HolE = ARgo] B Fol= NARS_C_API_Freeltem()E ©] &3}
HFEA] W R sfAsl Fofof gt

Bate AT LA

A S <)
.

rr

HFE A ‘yyyymmdd’ 82HE] @Aloz ol 3

NARS S API_SetISMServerInfo
NARS_S_API_SignTobe
NARS_S_API_VerifySignTobe
NARS_S_API_SignHashBig
NARS_S_API_VeritySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_VeritySignatureHashBig
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NARS_S_API_SignatureLocal
NARS_S_API_VerifySignatureLocal
NARS S API GetCert

5.3.4.2.4 NARS_S_API_VerifySignatureHashBig

A& HolH7F EFd B Aol AAAE AT 84S o

int NARS_S_API_VerifySignatureHashBig(
void * pVoid,
char * pclD,
char * pcPass,
char* pcTobePath,
unsigned char * puclnSignature,
int ninSignatureLen,
unsigned char * puclnMakeSignatureDate,
int ninMakeSignatureDateLen,
unsigned char ** ppucOutSignerCert,
int * pnSignerCertLen,
int nHashAlgo

- I}2}0|E{(Parameters)

pVoid [in] 2713} APIE ©]&3l 23 HAEX=E |5
pcID [in] AR&AF ofolt

pcPass [in] AF&X} HIH S

pcTobePath [in] Y& HlolH A=

pucInSignature [in] &l thk 478k

nInSignatureLen [in] &<l th3k A ghe] do
pucInMakeSignatureDate [in] A #kS A5 LA
nInMakeSignatureDateLen [in] A% #k= A3 A9 4ol
ppucOutSignerCert [out] HAAA g 1FA]
pnSignerCertLen [out] HAAA BT 1FA Aol
nHashAlgo [in] 341 ¢a8]&

Lo

O

- 2|ElZt(Return Values)
A3 0

o

o

213]: ERROR CODE =%
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int NARS_C_API_GetErrorinfo() : &&t ol2] HH
int NARS_C_API_GetDetailErrorInfo() : A olg] HH

) HI_T’_
AANY AFE 57 ANAE Ve AZMG A7), DAET Aol

. @A

nHashAlgo Type& st ool Thesh 2ol Feojsol it
#define ISM_HASH_ALG_SHA1 0x05 /* SHA1 */
#define ISM_HASH_ALG_MD5 0x03 /* MD5 */

#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */

out E= HlolE & Abg&o] B o= NARS_C_API _Freeltem()E ©] &35}
REEA] W 2E] sfAs) ook gt

M-S AAE DA BEA yyyymmdd 84be] @402 e s)orait

e

NARS S API SetISMServerInfo
NARS_S_API_SignTobe
NARS_S_API_VeritySignTobe
NARS_S_API_SignHashBig
NARS_S_API_VeritySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VeritySignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_SignatureLocal
NARS_S_API_VerifySignatureLocal
NARS_S_API_GetCert

5.3.4.2.5 NARS_S_API_VerifySignatureLocal

AAATY A5 2= o

int NARS_S_API_VerifySignatureLocal(
void * pVoid,
char* pcTobePath,
char* pcCertPath,
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unsigned char * puclnSignature,

int ninSignatureLen,

unsigned char * puclnMakeSignatureDate,
int ninMakeSignatureDateLen,

int nHashAlgo

n}2to|E{(Parameters)
pVoid [in] 27|13} APIE ©] &3ty o3t HE~E ¥y
pcTobePath [in] Y& HlolH A=
pcCertPath [in] A& US4 HA=
pucInSignature [in] d&ol gk A gk
nInSignatureLen [in] ¥ &0l thd A gke] do
pucInMakeSignatureDate [in] A1 ™ #k& A g LA
nInMakeSignatureDateLen [in] A8 &= AT dAl9 Ao
nHashAlgo [in] 34 &alg]&

- 2|EdZt(Return Values)

4&: 0

4l 7: ERROR CODE %=

int NARS_C_API_GetErrorinfo() : &&t ol2] AR

int NARS_C_API_GetDetailErrorInfo() : &A| ole] HH

- H|3
AAAY AZL 57

5 A FE AFAe} AU, WEAETE Ao
S5o] Ho} glojok &

C 2TMY

nHashAlgo Type 3T atdol| th=3 o] Heolx o] 3l
#define ISM_HASH_ALG SHA1 0x05 /* SHAT */
#define ISM_HASH_ALG_MD5 0x03 /* MD5 */
#define ISM_HASH_ALG_SHA256 0x09 /* SHA256 */

out ¥ HlolEl= Abgo] ¥ Foli= NARS_C_API Freeltem()& ©] &3}
REEA] W22 s)Als] ook ot

A

of,
g

2 AT A= WEA ‘yyyymmdd 848 @20 Qe s)olaict.

iLd

g
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NARS S API SetISMServerInfo
NARS_S_API_SignTobe
NARS_S_API_VeritySignTobe
NARS_S_API_SignHashBig
NARS_S_API_VerifySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VeritySignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API SignatureLocal
NARS_S_API_GetCert

5343 2SN 2F
5.3.4.3.1 NARS_S_API_GetCert

A AEAe] AFHE 8%

ok

o},

il

int NARS_S_API_VerifySignatureLocal(
void * pVoid,
char * pclD,
char * pcPass,
unsigned char ** ppucOutCert,
int * pnOutCertLen

- O}2}0|E{(Parameters)

pcID [in] AF&A} ofolH

pcPass [in] AF&A} HIDH S
ppucOutCert [out] AF-&-AF Q15 A]
pnOutCertLen [out] AF&-AF 154 Zo]

- 2|E1Zt(Return Values)

4E: 0

A 9: ERROR CODE %=
int NARS_C_API_GetErrorinfo() : €&+ ol&] HH
int NARS_C_API_GetDetailErrorInfo() : A o2l H X

48



NAK 32-2:2011(v1.1)

=1

dHGg AREA ofolfof sEale AFSAHE THAE Ao aAste] wro}
2t}

- TALE

out E= HlolE & Abg&o] B Fol= NARS_C_API _Freeltem()S ©] &3}
HEEAl W2 sjAs] FooF g

.

NARS_S_API_SetISMServerInfo
NARS_S_API SignTobe
NARS_S_API_VerifySignTobe
NARS_S_API SignHashBig
NARS_S_API_VeritySignHashBig
NARS_S_API_SignatureTobe
NARS_S_API_VeritySignatureTobe
NARS_S_API_SignatureHashBig
NARS_S_API_SignatureLocal
NARS_S_API_VerifySignatureLocal

5.3.5 =S API
5.3.5.1 &7|HE =S API

5.3.5.1.1 NARS_C_API_lInitialize

int NARS_C_API_Initialize(
void ** ppVoid
)

- ml2}0|E{(Parameters)
ppVoid [out] 7|3} B8

e
a
u
N
Im
3
-+

- 2|EdZt(Return Values)

dE: 0
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219 ERROR CODE =%

Z APIZ AL837] ol 714 WA EEsolo} 3hr, o] Hio] 4T
2 Pod vmelE YA 4Bu BE SeoldE ofF

=

o

NAK LTVS Toolkit API
5.3.5.1.2 NARS_C_API_Release

471415 APIE AHgst7] S8 Ade AEY2EE ARt

int NARS_C_API_Release(
void * pVoid
)

- I}2f0|E{(Parameters)
pVoid [int] 7|3} B3t AE2E WHEp

- 2|E1Zt(Return Values)

g0

4 3: ERROR CODE %=

= YA A7 AZ APIS U o)A ALREA XS u AYAEE A s}
of i e WEeE A g
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NAK LTVS Toolkit API

5.3.5.1.3 NARS_C_API_GetErrorinfo

APT &&ol thgh oz LA Al o] WAAE HHegig.

int NARS_C_API_GetErrorinfo(
void * pVoid,
unsigned char ** ppszOutErrorinfo

- m2t0|E{(Parameters)
pVoid [in] Z718ho] Bad A8 ie e
ppszOutErrorInfo [out] ¥

e
2
v}
=,
>
XN

- 2|EdZt(Return Values)
A& 0

o

ol

A 3: ERROR CODE %=

. HI_T’_

API T&ol thgk oz A Al o] WAAE Hegig,

. 2TAY
APL E%0] i@ ole B4 A olg BAAE wasr) e Gl

.

NAK LTVS Toolkit API

5.3.5.1.4 NARS_C_API_GetDetailErrorinfo

APl ZEo) ik o] TA Al A olE HAAE 3.

int NARS_C_API_GetDetailErrorinfo(
void * pVoid,
unsigned char ** ppszOutErrorinfo
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- IO}2}0|E{(Parameters)
pVoid [in] 7|3} B Q83 AHYXE W5
ppszOutErrorInfo [out] ¥R o2 WA A]

- 2|E{Zk(Return Values)
430

9\“J

2l 7: ERROR CODE #=%

-1l

APl T=of that o] EA Al Al ol wHAIAE §ksgn

- R7AVE

APl =0l that olg] LA Al A ole] wARE §kgslr] 913 $ol
o},

. &7

NAK LTVS Toolkit API
5.3.5.1.5 NARS_C_API_Freeltem

APl &4 €93 Hayo W E siAi.

int NARS_C_API_Freeltem(
unsigned char ** ppucDeleteltem
)

- m}2}0|E{(Parameters)
ppucDeleteltem [in] W22l & TF¢ A

- 2|Ed4t(Return Values)
430

91‘1

4 3: ERROR CODE %=
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. HI_T]_
APl 3EA] outdF= WA MR E dFet7] HZol AHE & HEA]
W2 S siAs)FoloF T

. 2TAE
NIAT e

e

NAK LTVS Toolkit API

6 Oz 2=

6.1 ofz] Z=9| g

HIZE=] M= olgie} 2on, g ZE WHe ¥HE o 22 9uE Z
=}

ol Zof thgt MFAELS 6.2004 A 23T}

JHZ= He ke

1000 ~ 1099 API %7|3}9} API A& & X&H o7 dojd 4= Q&= Jdya=

1100 ~ 1199 ghol Al ASy BHEd oy a=

1200 ~ 1299 AFA AT AR 239 A3 o Hz=

1300 ~ 1399

7R 2171
1400 ~ 1499 A A e} A Ek oy m=

1500 ~ 1599 54 MY, 45 wAX 9 F-Es gz

1600 ~ 1699 Al Q1 Mu) 9 BEd o=

1700 ~ 1799 Eolgtolyl #H3l oy A=

1800 ~ 1899 et dudFa oY as

1900 ~ 1999 BASE64 <159/t =

ol
i
r o)
i
rok
=2
o
K
[

2000 ~ 2099 O g &g AH(LDAP)Y} ##g dHz=
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2100 ~ 2199 AT AW #HEe Y z=

10000 ~ 19999 |A7|H=xd @A A=

20000 ~ 29999 (53 AHW/AF #H JdYIA=

30000 ~ 39999 |[XE ¢l #E oyI=

6.2 M5 A9

6201+ dlE 2o th3k A AHoE x3bsln, ZF A xHloA on|sl=
FE=E ZA ERROR CODE®| ti3f] Z+2 L3 73S 7R

6.2.1 0of|2{2=[1000 ~ 1099]

APl z7]38}9} API AHE 5 EZFH o2 dojgd 4 &= dgz=

Error Name |ERR_ALREADY_INITIALIZED
s API7} oln] =713} ¥o] &
1000 1. %2713} 2], SRS (ppCtx)e] #S NULLE AAFA=AE
3lo)s
E‘HZ_;IH(;I—\:‘S B B S 1__]:]—'
2. ov 27|38} & sEste] FAWMFIE ojn] 2738 Hog)
A eE2A ERlght},
Error Name |ERR_API_NOT_INITIALIZED
1001 a4 APIE =x7]s}sloF 3
P GPKI_API_Init() st+& “E3lo] APIE x7]3} st &, Al8-3taix}
T e weE ssun,
Error Name |ERR_SET_WORK_DIR
1002 drg 29 gaEe J=2 A Ao g
& An GPKI_API_Init() <= =& A, 2 vdEy 223 A A3,
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Error Name |[ERR_MEM_ALLOC
A Hxe s A5
1003 A AzsddA o ol MEE BT T 4 fledth 224
A"y o2 Wiy Alol2E EHFTAU, AMESHA R HEYE Y
a
Error Name |ERR_INSUFFICIENT_ALLOC_SIZE
1004 A EAE O st W] Afo]=7t FEHA]
S AR EAE ] s HEe Alo]2E Eo T
1005 ERR_NO_ERR_MSG
1005
A F7HAQ] oY AR gl
Error Name |ERR_INVALID_INPUT
1006 A =rtE A g2 AR} gk
o] FERYE AdE glo]l Eo]ox] &9k uw wAisic), o g
R
T [BueARea agse 9E A% deldE g,
Error Name |[ERR_NOT_SUPPORTED_FUNCTION
1007 A A Al 2=Hlo A AP A e e o
T4 HolHHYE o]&3t AFujA X¥U-S Window A]~Elo| ATk
SRR
7} 3ttt
Error Name |[ERR_TIME_OUT
A FAEE AHAA Sl glo] MAS B
1. Time Out A|7Fe 37 912 (gpkiapi.conf)oll A A A 4= <t}
st v o] AAEo]lE Time Out AlZto] &S A9 A7HE =
1008 2t}.2. VerifyCert 2329 verify "{A= T+ IdentifyUser 2 )
) AW 29| identify WlA=E o] &3 o HASE o o] F3HSA]

oA SEol f= AU

3. TimeStamp 2] reqTimeStampToken "WlA=ZE o] &3k 7

ol AR ool Al EJAIAHAN SHel fl AdYh

o
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6.2.2 O|2{== [1100 ~ 1199]

golglo: AZ3 BAW o TE

[-'J

Error Name |ERR_LOAD_LICENSE
1100 A ghol Al 3k ¢}7] 45
glol Al e (gpkiapilic)ol API %713} Al X A3 z¢] tdE
3 A
goll A=A Flgt}
Error Name |ERR_WRONG_LICENSE
1101 i 23 gholAls Tl
ghol Al mhade] e FEo]l dFynh goldls FE| At
s A"
o] gkt
Error Name |ERR_LICENSE_AUTHORITY
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np— 78] dold 5= gl ollgdolH, aid olel7t HAE o= A
L] Aol Ay A 2E EAY & SUTh
Error Name |ERR_WRONG_SIGNED_CONTENET
1519 vy ZEE A8 AT wAA A
3 A A wHIAAZE 2 1aY HAAY EEASE 7 AT
Error Name |ERR_COMPOSE_SIGNED_CONTENET
1520 i A8 A HAA B A
I A8 dold 5 gl ool ai o7t HAE Aol 7
Wbz Aol AL Al2~® FAY 4 th
Error Name |ERR_WRONG_WAP_ENV_DATA
g e AR AT oS wA A F A
1521 1. dlolE7} EERAAPINA A YA @G dudgFos 45
3l A stE o) 3lS At
2. 435 AR ZRE 39 HAAY E4EHAS T U
Error Name |ERR_COMPOSE_WAP_ENV_DATA
1522 g FA8 vuA7] G wAlA] A A
. Ao dojd 5= gl olefolw, s o7t BT A-oll= N
] Aol A 2=E EAY & SdTh
Error Name |ERR_NOT_SUPPORTED_SIGNER_INFO
- G A wA oA AMEE MEA AR ARE A F
1523 =° SR
I FFHEJAPIONA = FAHE AW HwAAe] AEa FEE

X509 _certificate 7+S A 3o},
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6.2.7 Ol2{== [1600 ~ 1699

ARl a2 AHS oHZE
Error Name |ERR_COMPOSE_TSP_REQ_MSG
1600 A TimeStamp 2% HAIA S AAst=d A9
Ao dojd F gle olyolH, s dH7F HAS Fgo= Tl
& A=
Whzpo] Aol Ay AJ~E FAY & vk
Error Name |[ERR_CONNECT TSA
1601 |27 TSA Mol & A
- H<&staat sk TSA A1H 9] IP, PortZ telnetS £3te] A4 7%
SO e gera
Error Name |ERR_TSA_REQ_SEND
1602 |27 TimeStamp 87 wIAA S ZdFsh=d Ao
A TSP Aul2 9ol TSP Auj2=7t AgHL A= HAAAA
& A=Y
gtol g},
Error Name |ERR_TSA_MSG_REC
1603 A TimeStamp 3¢ HA| A& whe=dH A )
S TSP AMu|2s Aol TSP AR 2=7FAl-gE a1 = fIxQ1X] &
3 A=y
ol 3lt},
Error Name |[ERR_NOT_TSP_RES_MSG
1604 A7 TSA 5% HWAAZ A3k dlo]E 7} TSA &5 WA A7} o}
TSA S viAAZ Ao & <lx}o ﬁ}% HolE & XA 3}HA|
& A
oFok=A] Folsit},
Error Name [ERR_WRONG_TSP_RES_MSG
A 2 TimeStamp 5% WAIA] Y th
1605 1. TimeStmap <9 wWAIA 7} WMzEo] Ay FHZFo| A9fsAS
2~ 0]
sawy |7
2. TimeStamp $% WA A7} EFHOMAPIA X Q35HA] &= A
o duglFoz MY HIS F du
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3. TimeStamp 59 wWAIX Y dz:Fo] ZAEHANAY EFHNE
T A
Error Name |[ERR_WRONG_TOKEN
A ZH 59 TimeStamp B2
1. TimeStmap &% HIAIA7} ®ixzEo] AM® HZFol| AHfsis
2=~ 0]
1606 R
o T} A E% fe) X o] o= x
R 2. TimeStamp | A] Z] 7} HQIAPIoN A A dslA] & 9
W g Fos A HIASE 7 AT
3. TimeStamp S ¢ HAI#9] Q1zgo] HAXEHJAY E4HAS
T AUth
Error Name |[ERR_TSP_REQ NOT_GRANTED
1607 Ch] TimeStamp 8% o] A=A ¥+
I TSA Auvjo] Bl TimeStamp &% WA Ao AMHE& 27374,
of=a"c wu
TSA Aol Ul 4 502 d&iA Ad =AU
Error Name |[ERR_RES_NOT_SIGN_TOKEN
1608 Ay TimeStamp E&o] A WA A &2]o] o}y
3 A TSA A B ol A A 20| TimeStamp EZS AAsHA &k},
Error Name |ERR_NOT_TIME_STAMP_TOKEN
1609 4 TSA S wWAX=Z AAE dolg 7t TSA 39 WA A7} o
TSA % HIAAZ AAsof & <zt & HeolHE #4354
3l A
e d=A el
Error Name |[ERR_REQ INFO_NOT_EXIST
A TimeStamp &% AW E g & QS
1610 TimeStampE -4 &% 3 ¥, S wAAZ A olu, &
3 A ek = 3 WY @S sAst Al 27IsekA] FdeEA &
Ql gk}
Error Name |ERR_DIFFERENT MESSAGE_IMPRINT
1611 A TimeStampE 2.3 A WA #] ¢} TimeStamp WS v A| A7} t}&
HALH  [TimeStampE S AU WA Ao g SF WAIAE AA}A=
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A& gl
Error Name |[ERR_DIFFERENT_NONCE
1612 A TimeStamp Sl tfgk 3 wA| A7} o}
i 2 9 Al X s 2ot A A S A ATG =R =
g TimeStamp g A Al ek S HAA 143 3l=A
skl gty
Error Name |ERR_NOT_PERMITTED_POLICY
o TimeStamp -SHHWAI A7} Q32 7F & 8ah%] &+ A4 Ao
1613 |"° 2 43y
TimeStampE &% wA|A o] gt &5 WAIAE AAQsA=AE
4w
gkl sttt
Error Name |ERR_NOT_TOKEN_FOR_DOCUMENT
1614 A A EAel gk Al ERl EFo] oy
e EA7F dld TimeStamp EZol] thal FA7} wi=x] el
3 A
=

6.2.8 Ol2{T= [1700 ~ 1799]

Bolgels #AP dgas
Error Name |ERR_INVALID VID
Ay Azl @ AFA 2FATE ok
1700 1. A% AsAd fa Ad wss w2 AgadeAs
ol &
3 A o
2. Aok AsAd 0¥ PR w2 A AEAE e
&l
Error Name |[ERR_NOT_EXIST _VID_IN_CERT
Ay AFA <ol B8l FHI G4
1701 L ARgS A5etna g9 1547 444 FAsi,
AAEY 2. Lo VIDE o] &F EAE Au|avt AFEA gom
2 a9 ghol E4 8 g
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1702

Error Name |[ERR_NOT_EXIST_RANDOM_IN_PRIKEY
el A171el E15e) Ansl A gko] G
L d9wke d5stad 99 A7k AE e ses
Si2wy 2 @48l VIDS o] §@ Ralstel An|azt AlFHA om
2 Y gol =4 A 2

6.2.9 Ol2{== [1800 ~ 1899

Het dagls #ES ogjzs
Error Name |[ERR_INVALID_SYM_ALG
U AdekA e A7) daes
. Sk Akl AAS 1A 7] darglso] APIA AlFshe ¢ard
3 EH
D B o199 g w4 gkeA el
Error Name |ERR_INVALID_KEY_LEN
1801 =R Ak dagFol FA g Key deo] ¢
7] daglFol wet o 22 doleo 71& X AsloF &
Sz
SEED : 16Byte, NEAT : 16Byte, 3DES : 24Byte, DES : 8Byte
Error Name |ERR_INVALID_IV_LEN
1802 A AQe dagFel FAEE IV o] 9
§ 2 g3 7] dare] el w}a} g3 2o dolo] IVE A s oF 3t
ol A H
° " |SEED : 16Byte, NEAT : 16Byte, 3DES : 8Byte, DES : 8Byte
Error Name |ERR_INVALID_HASH_ALG
s 2% AeA) e A BnE
g |BT WA A A4 el Aol Age dads
E’_H
T lo1sle) g wAEA agA s
Error Name |ERR_INVALID_MAC_ALG
1804 |27 A7 = MAC ae] =
3 Ay b Aabe] AA g MAC &arg]lsol APIOAl AlFste dargls
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ols]e] ghe MASA BF=A AT,

Error Name |[ERR_NOT_SET_KEY_IV
1805 Ay 7] darg]Fe] Keyel IVZF A H A &5
I GPKI_CRYPT_SetKeyAndIV() 35 ©]&3le] Keyet IVE A3t
c}.
Error Name |ERR_ENCRYPT_DATA
g Hel8E alg 712 teststed Ao
1. A71E ol &3t dsstd H9od= Al=g FA | AY /st
of A4 A
1806 2. A7 E o] &3 dustd Aol duststaatst= do
S B A7)7) & 5ol HAggi,
RSA V2.0 1024bit ¢1 7$-ol = 86Byte7} A3t &+53} & 4= Ut}
RSA V1.5 1024bit 21 7 $-oll = 117Byte7} A7k ¢+353} sk 4= gt}
3. BHASANE ol &3 EA1Y Agee TFHSTAHY
o}5 318 <15 Aj(cache/IVS/IVS_KmCert.der)7} Sul&%] el g},
Error Name |ERR_DECRYPT_DATA
4y HolHE i 712 St Ao
1. A28l ZA o] A Adate] A4 o 4 Qrh
1807 2. THHTAAHE o8& EAE A, HASUTHA 3 7o
g A7 SFHASAME AAAA L gteA gelstal givd, 59
AsAH e 71EuE ASA7E vy e =4l A3l
© 538 <54 (cache/IVS/IVS_KmCert.der)E AHAlskal A
gt
Error Name |ERR_KCDSA_SIGN_NEED_CERT
1808 a4 KCDSA MH& flelir= A HRE XVé
P KCDSA A aks BAdst7] HAsliAe A4 AR7E d8siez <
SAE AAsHE ARl AFA FEE AA S
Error Name |[ERR_SIGN
1809 Ch A gk A Ao
AW (1. W77 FERAPINA A Qe e dagEe 74917
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d 4= it}
2. A 2®l FA o)A Ale] A4 d 4
Error Name |[ERR_VERIFY_SIGNATURE
=R A ol A
1810 1. ™ A, AR AQ7)9F el AEME 9 AAsg=x 3
af Ay ol 3},
of 2] WAIX|E &olsic],
Error Name |[ERR_DIGEST DATA
1811 A WA 2] TRl A ~E KA A
3 Av Al 2~®l A o] Ay Adbte] A4 A 4= it
Error Name |[ERR_VERIFY_MAC
1812 A MAC 2 753t A
MACZE A4 2], AF83 diojg et HdHEE Snt2A Hd43H3
o AWy
A gl
Error Name |ERR_GEN_MAC
1813 A MAC #ts AAds=d Al
3 A Al 2~®] FAo] A Adbte] A A 4=l
Error Name |[ERR_CHECK_KEY_PAIR
A 71% <l 49
1814 1. 7124 22l 3F=GPKI_PRIKEY_CheckKeyPair()& ©]-&3}o] 3t4=9]
olxtz A3 sfel7]e} elEA S FRlsh,
S = AAgs Q719 A4 7] sho}
2. HU A 7] H531e] Aol FrHHor Hggstaat s b
olE1 & w2 A A AR =A FIs)
Error Name |[ERR_GEN_RANDOM
1815 A Az A Al
3 A v Al 2~®l FA o] A Adbte] A A 4=l
Error Name [ERR_NOT _SUPPORTED ALG
1816
A A A7 F7Ie dauglEE A YA &S
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1. 748 A wAx A Aol A8 7lUA7]7F RSA T
I ECDSA S1A & 1&gt
2. FAE vgA7] s wAIA A Aol 7]EEE 1549
/M717F RSA Q1A & &elgtth
Error Name |ERR_INVALID_KEY_TYPE
1817 4y golEojxl gt o]9le 7IEFE AHAS
g 7] 72 Aeol¥ KEY_TYPE_PRIVATE, KEY_TYPE_PUBLIC ©]<]¢]
e AAA FUA=AE FRlgth
Error Name |ERR_WRONG_PUBKEY
s Ak I e AFA e 7] BRI ZRE.
1818 1. Aggk A7) B ASA7E SuE diolE JAAE gelgit.
A 20 2R wEAX FAMTNAFA) olAY FATI(JAEA) dlolE 7t
E4HNE T U

6.2.10 Ofl2{Z= [1900 ~ 1999]

BASE64 13ZQ /O3 AT o HI=
Error Name |ERR_BASE64 ENCODE
1900
ke BASE64 <lxiw Al
Error Name |ERR_BASE64 DECODE
v BASE64 Uiy A I
1901 g4 <lalo] A A3 BASE64 2=EE dlolE] <ol "0~9", "anz",
3 A "A~nZ", 4, S (A e R 2 = 9l o]l A §leS
gol gy,

6.2.11 Ol2{Z= [2000 ~ 2099]

A &g AH(LDAP)Y TS ogiz=
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Error Name |ERR_WRONG_URL
2000 A URLAA &= "/"s & F Sl
3 A Z]7d gk URLel "ldap://" F-&& AAU=A &2l
Error Name |ERR_INVALID_PROTOCOL
2001 A7y URLOI A X AS ZREZS 9314 E&
SRR ¥ HOAPIo A= LDAP X2 E Wk X3},
Error Name |ERR_LDAP_NO_DATA
Nk Fa7h sz volEs}t AT dEel EAetA 28
A g 5staat st dolE 7t ANEHANE XS st A 9
T AE emEs 4@,
Error Name |ERR_INVALID_DATA_TYPE
003 |4 A9 A = dolE )
- g Akl AAG dlolE] 75 APIIA AlFshs HolH F5
o] 9] 9] 3t& HAstA Bh=A Flgn
Error Name |[ERR_LDAP_INIT
2004
A7 LDAP *=7]3H(Idap_init)el 2 =}
Error Name |ERR_LDAP_SIMPLE_BIND_S
2005 A LDAP 3}~ Idap_simple_bind_s 2! 3]
g [ENELE CI83] AESIA S GeAnelel Ghel she
T |gaen.
Error Name |ERR_LDAP_SET_OPTION
2006 A LDAP <= Idap_set_option 2! 3}
) AH e WAAE Fato] g dls Tt
Error Name [ERR_LDAP_SEARCH_S
2007 A LDAP 3}<= Idap_search_s 2!}
1. GPKI_LDAP_GetAnyDataByURL()&<=oll A ol 217} & S|
s Ay

st

gole el 43S kA ARG EA 3
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2. o] WAAE Bate] 4B U speleh,
Error Name |ERR_LDAP_FIRST ENTRY
2008 A LDAP &= Idap_first_entry2] ¥l ¢ko] NULL
3 == =1 E A 0] = = 3slols Al 2
- g 53tz sk dlolH7E AlAE AT AAE FRlste] AAl 9
A& SutE A A A gkl
Error Name |ERR_LDAP_GET_VALUES_LEN
2009 A LDAP &+~ Idap_get_values_len®] 2]®¥l%to] NULL
g55tarzt sk dlolE 7 AXEAJE AXE ERlste] AAl $
SR
A g ZuEA A A g
Error Name |ERR_GET_CRL_FROM_CERT
k] A5/ E ol CRL &5 A5
2010 AF A & CRL WA FLS o] &34 CRLS 3| 5al=t] 2
A2 |SATh GRL A 91A9] DelEe] Auzk Auag st Qe
5 g
Error Name |ERR_NOT_EXIST_LDAP_INFO
5011 A wFzto] gk LDAP A E7F 9l
sl A KHo| LDAP ARV} RE T, oaAR=S gelste] Hadt
SRS
4ug Frhac,
Error Name |[ERR_NOT_EXIST_ISSUER CERT
o 28 A AN AR FED BRA AFA 2
g |EE SIEAZE A SR A9Ise] @ e A
T Db eviEA BAEelgeA gy
Error Name |ERR_READ_ENTRY
2013 A AT A Jr F5 A
3 A 375l LDAP JHE &ut2 A XAt e=A &gt

6.2.12 Ofl2{= = [10000 ~ 19999]
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ANASAHE #4E dHI=

Error Name EMR_ERR_NOT_INITIALIZED
10010 |2+ 2718} ahA] & Aol
A<t 2713} APIE Z&3 U Abg-steiof .
Error Name EMR_ERR_INVALID_PARAMETER
10011 |4% AN )] A2 e Aol
RS APIAFE-A] QIARgke] g 2hehA] gl kg ThAl A& 3ot
Error Name LIB_ERR_CRYPTO_ENCRYPT_NOT_SUPPORT_ALGORITHM
10000 |27 A s e dsk dagEddrt
AT G Fo] AAHA G FuYFS AR enR g
IRk
g5 A4S g
Error Name | LIB_LERR_CRYPTO_ENCRYPT_NOT_SUPPORT_ALGORITHM_MODE
10021 |27 AfshA] B st daus Eedyn
Az dargFe] A9HA Fe daYs RES Ao nR
Bkt
s R dAS el
Error Name LIB_ERR_CRYPTO_ENCRYPT_ENCRYPTDATA
10002 |21 dsguYE FYA o2rh B gl
dE daggel AFEEE dEIE RIS 7 ] vl
af A<t
hakes
Error Name LIB_ERR_CRYPTO_DECRYPT_NOT_SUPPORT_ALGORITHM
10023 |28 AshA S s dagsadt
B335t dagFol AdHA FE FudES AHgPene &
3 A<t
a5 S el
Error Name | LIB_ERR_CRYPTO_DECRYPT_NOT_SUPPORT_ALGORITHM_MODE
10024 2% AsA Fe st dagls EEdyn
533 dugso] AdHA de duds REs ASden
Bk
= fads Zro dAs SRl
rror Name _| | | _
10025 |Error N LIB_ERR_CRYPTO_DECRYPT_DECRYPTDATA
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vy 53538 dauEls FYA ot B Sy
5353 dagFol AMEEHE 57 E eSS T8 FA7]
SR
vk o}
Error Name LIB_ERR_CRYPTO_RANDOM_GENERATERANDOM
w0006 |27 Gu sl AgSE GEs] B4 e T
- AE T Blo AL EEE GET] BAAA TG o EA AJxE P
SERD
g2 Al <] A 7] vy
Error Name LIB_ERR_ENVELOP_ADD_RECIPIENT BY_CERT
Envelopd &3} 4-3IA] AFEE = g SsA e AEE &215HA
st
7] apgye},
Error Name LIB_ERR_ENVELOP_MAKE_ENVELOPED DATA
10031 A Envelop 33} 48 A] o &7} ©HA 3}t
7o Envelop 933t A ALEH = dIRASA e ASH e 2
%7 |contents7t NULLEE] <14 sHol shalal o
Error Name LIB_ERR_OPENENVELOP_SET_RECIPIENT IDENTIFIER
10032 |27 Envelop tlo]¥ Ea3lA] o g7} @A &Yt
ZA o] Q15 = Ael7]e] AHE &9l AT tA] AR &4
s 2upe
7] AFgyr}.
Error Name LIB_ERR_OPENENVELOP_PARSE_ENVELOPED_DATA
Envelop dlolE]e] xmo] Z& =AY EnvelopdHl = 453}
10033 |A4
HA e HolHE ¢low FHuUth
3 A2t Enveloptlo] €1 o] 29 AEE &<135A17] whgiyh
Error Name LIB_ERR_OPENENVELOP_GET_CONTENT
10034 |2H Envelop ¢33} tlo|lE S 2353} slo] 9%S AdS: glsyTh
3l A vt Envelopdlo]E1¢] =9 AejS &<ldtA| 7] v},
Error Name LIB_ERR_VERIFYVID_WITH_CERT
10040 |47 A<Ml ATt ARHAFU.
AW | ASAel EFEE A(E) 4SS G SAF oA A
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= e A7) sk,

Error Name LIB_ERR_PARSE_CERTIFICATE
10041 |24 ASAE FdF 7t TA 5T
daner A ush gvkex) #ehlE B AR §A)7] nkghch
Error Name LIB_ERR_PARSE_CERTIFICATE_NOT_POLICY
Looar 27 Q1o o] gl
AA AT AFA] o A5A AHo] E3tE o] A FHFUTh
a2l
| AEAME RS Qe 154 JYoh
Error Name LIB_ERR_CHECK_VALIDITY
L0043 278 ASA frasizrel a|g71el faska e
AA AR JASA e fFarite] sdde fFaskA sy
a2l
o}
Error Name LIB_ERR_INVALID_CRL
L0045 278 AFgAEAe) CAdA MlES CRLe] obdUith,
AR AFEFQ A5A1e] CAYl A HiZgE CRLI A &<1stA] 7] b
a2
Fch,
Error Name LIB_ERR_PARSE_CRLINFO
10046 |2 CRL 3} 50l ol g7} A S 5t
e A vt CRL X7} &nlEx] &Rlstal & thA] A% 3FA17] vhgy )
Error Name LIB_ERR_ISREVOKED
L0047 2% ASA aA71d% A=A o7k A EY,
AR A=A 7F HA7H A=A FAsHA & oAl A% §HA] 7] b
3 4 v-ot
it
Error Name LIB_ERR_PARSE_TIMESTAMPTOKEN
Looag |28 B2 ER 3y Sl olelt waskls U
Bl 2RZES Just SnkeA Gk F o] AR 847
3 A<t
ko
Error Name LIB_ERR_PARSEPFX_SET_PKCS12_DATA
10050
ek PRXETE AFol ol 2i7h 24 skl th,

84




NAK 32-2:2011(v1.1)

PFXES A Alo] A}8% = Contents 2 PFXe] WS E &l 3}
SR
A7) mpgy o),
Error Name LIB_ERR_PARSEPFX_GET_KEY_COUNT
10051 |27 o ol Q1TA, JHNT] ol AssuTh
PEXw= ool IgAtts AMEsHd s syt PRXE A4
SR
AH&-E = Contents& <1 shA17] vyt
Error Name LIB_ERR_PARSEPFX_GET_KEY_AND_CERT
Joosa 2% PRXZAE Q15A B /j71E 7194 gl
PFXZ A Aol Al8-%¥+= Contents ¥ PFXS] v ZE &<l &}
3] 2 ot
A1 7] mFgy o,
Error Name LIB_ERR_MAKEPFX_SET_KEY_AND_CERT
L0053 |2 PIXAA ol 571 Al stglsy,
PEXA/d ol AHE-5= HIDHS 2 ContentsE <<18HA7] vhdY
3 2 o
=3
Error Name LIB_ERR_MAKEPFX_MAKE_PKCS12_DATA
10054 |27 PFX 4735l 2771 BAsAFH L
PEXA Aol Al&% = v HS 2 ContentsE &2lslA| 7] vy
3 4 v-ot
c}.
Error Name LIB_ERR_PRIVATEKEY DECRYPT_GETPRIVATEKEYINFO
10060 |4 A71e] ML Z 7t ZEE A5
3] 2ot Ae17]e] MDA FE FolstA] 7] upgh ),
Error Name | LIB_ERR_PRIVATEKEY ENCRYPT_NOT_SOPPORT_ALGORITHM
10061 =h] A LE A %= PBE &gl Ytk
- M7 dasA AYH A gE dugEHS AR sE YT Al
Bl A Wy}t
) 28] Aol A o] kA7) vpgh,
Error Name LIB_ERR_PRIVATEKEY_ENCRYPT_SET_PRIVATE_KEY_INFO
10062 |27 M7l FzspA o7t TA Sl S Th
M7 Gasba] ol 7F 2A S FuUth AlxE Bej o] Al &
SR
o] &}A]7] wpgEych
10063 |Error Name LIB_ERR_PRIVATEKEY_ENCRYPT_GET_PKCS8_DATA
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ek A7) hEshA oelzt A skl
A7) kAl el A sk AsE wel A &
SEERIN
o] ahAl7] uhgd
Error Name LIB_ERR_PRIVATEKEY_RVALUE_V1_CONVERT_V2
L0064 |27 A7) WA WEA eles) 2 sl
EER M7 W A o g7t A SFlFU T Al 2E dE]Atel A
S| AR
%ol 84A17] vk
Error Name LIB_ERR_PRIVATEKEY_PARSE_RVALUE
—_— A711A Ralue &A1 ol 27k w4 SR9lrLc,
Me171el A Rvalue %A olel 7k 4 stduich Az e
a2t
Al Al 5o shA7] kg oh
Error Name LIB_ERR_MAKESIGNEDDATA_NOT_SUPPORT_SIGN
10070 |A A dekA = M 2R Y Y
SERD: AR k] A Sh21ekA7] mih
Error Name LIB_ERR_MAKESIGNEDDATA_SET_SIGNED_DATA
10071 |41 AR QR doleE AgFel eRs A ssU,
SERS AAMHE AE dolE7k NULLAA 2Helaka 7] uhg o,
Error Name LIB_ERR_MAKESIGNEDDATA_ADD_SIGNER_CERT
p— L AAAHE @ A%l ABA L Q177 BEE AL,
AANE S & 3o Q1A 2 77L SukEA] FelsiAl ]
SRR
Ao
Error Name LIB_ERR_MAKESIGNEDDATA
ﬁﬂﬁ%%é%ﬂ°ﬂ?%*1£7MHV}%H%ﬂ§mﬁNﬂ
SRR
o
Error Name LIB_ERR_PARSE_SIGNED_DATA
i AAA DG A5 o2l 7k B s
AR gk FAo] ofUAL AAMEEA e dolHE 7
I

a8 Ay AR dolEE 64417 gt
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Error Name LIB_ERR_DONOT_EXIST_CERT
10075 2% DAl AHgH I 7F EAeHA SHu
7l AT L] G o] ofAY AAMHEA kL HolHE A
<oty syt dAMEHCIHE &dstA 7] vy
Error Name LIB_ERR_VERIFY_SIGNATURE
10076 |27 AR S A5 Al olef7r dAs G
I AR gRe] G4 ot AY HdAEH A &L HolHE 4
<otd syt AAME S SAsHA7] vy o
Error Name LIB_ERR_NOT_SUPPORT_HASH_ALGORITHM
10080 2% A Q84 2= Hash darg]Feych
P Message Digest A73 4 A LA = LadsS AHE a&
Ut A dej Al Al 9] SFA7] BEE Y o
Error Name LIB_ERR_HASH_DIGEST_DATA
10081 2% Message Digest =34 o217} &4 &35
I daeFel B9 B e dio]E 7k NULLRIA] =kl skAl7] wf
ERakar
Error Name LIB_ERR_OID_MISMATCH
10000 |27 AL 0IDe S A oA FE8 OID7F th2 7ol tt.
- Y5kl OID7F Q15419 OID9F thEuHth Y9 shal OIDE &
]l kA1 wh Y G
Error Name LIB_ERR_PARSE_RVALUE
o HoskE I [ITA aFAe] REE FE 29 8leY
10091 | = ° o},
I ZEE RATAY A7 Juth dSA S RIS Rl S
CHAIA S SEA7] By o,
Error Name LIB_ERR_VERIFY_CERT
10002 2% ASA Aol Aol sh3lssyh
I~ Aol Fazizte]l R HAAY A fle e dY
tt.
10100 |Error Name LIB_ERR_APPDATA_WRONG_TYPE
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A Handshake 2 E= B o] &ul=x] &t}
Handshake X =2 & Fo] ZE LA AL FAlE T2 EFo] z2HEy
3l Ar<t
A5
Error Name LIB_ERR_APPDATA_WRONG_LENGTH
10101 |4+ Application Data Message Z°]7} % & o] dFUth,
3 A <t Handshake 2 & &9 do|7} ZAXEHAEFYTL
Error Name LIB_ERR_HANDSHAKE_WRONG_TYPE
23 1 [e))] < o)~
10110 g Handshake E}3jo] Swvl=X] &GFU T
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Error Name LIB_ERR_MAKEPFX_SET_KEY_AND_CERT
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Error Name LIB_ERR_MAKEPFX_MAKE_PKCS12_DATA
20054 |27 PFX A Zol 771 285
PFXA Aol Alg5 = v HS 2 ContentsES 2154 7] vy
e A w<t
T},
Error Name LIB_ERR_PRIVATEKEY_DECRYPT_GETPRIVATEKEYINFO
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Error Name | LIB_ERR_PRIVATEKEY_ENCRYPT_NOT_SOPPORT_ALGORITHM
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Error Name LIB_ERR_PRIVATEKEY_ENCRYPT_SET_PRIVATE_KEY_INFO
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Error Name LIB_ERR_PRIVATEKEY_ENCRYPT_GET_PKCS8_DATA
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Error Name LIB_ERR_PRIVATEKEY_RVALUE_V1_CONVERT_V2
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Error Name LIB_ERR_PRIVATEKEY_PARSE_RVALUE
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Error Name LIB_ERR_PRIVATEKEY_PARSE_PRIVATEKEYINFO
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Error Name LIB_ERR_PRIVATEKEYINFO_GET_ALGO
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Error Name LIB_ERR_MAKESIGNEDDATA_NOT_SUPPORT_SIGN
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Error Name LIB_ERR_MAKESIGNEDDATA_SET_SIGNED_DATA
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Error Name LIB_ERR_MAKESIGNEDDATA_ADD_SIGNER_CERT
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20073 |Error Name LIB_ERR_MAKESIGNEDDATA
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Error Name LIB_ERR_PARSE_SIGNED_DATA
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Error Name LIB_ERR_DONOT_EXIST_CERT
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Error Name LIB_ERR_VERIFY_SIGNATURE
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Error Name LIB_ERR_MAKESIGNATURE
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Error Name LIB_ERR_NOT_SUPPORT_HASH_ALGORITHM
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Error Name LIB_ERR_HASH_DIGEST_DATA
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Error Name LIB_ERR_OID_MISMATCH
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Error Name LIB_ERR_PARSE_RVALUE
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Error Name LIB_ERR_VERIFY_CERT
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Error Name LIB_ERR_APPDATA_WRONG_TYPE
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Handshake Z2ZEZo] ZHE LAY} FaE ZREFo] 2Ly
A<t
A5 H T
Error Name LIB_ERR_APPDATA_WRONG_LENGTH
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Error Name LIB_ERR_HANDSHAKE_WRONG_TYPE
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Error Name LIB_ERR_HANDSHAKE_WRONG_LENGTH
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Error Name LIB_ERR_ALERT_WRONG_LENGTH
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20130 |Error Name LIB_ERR_PLAIN_WRONG_LENGTH

107




NAK 32-2:2011(v1.1)

A Plain Message Zol7} Z% =ol Sl5uHh
o 2 nror Plain Message T2 EZo|] ZRHAAY 7218 Z2EFo] Z
Lab ot anle]
Error Name LIB_ERR_UNKNOWN_HANDSHAKE_TYPE
J 1 ] = ]
20148 Ay Handshake B} 27/ uth
24 ¢ HandshakeA] Q77 A &to] of o] X8 &
3 A xet
AUt A" Bzt ol Al Fo] A7) miEyt)
Error Name LIB_ERR_SOCKET_RECV_FAIL
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Error Name LIB_ERR_SOCKET_SEND_FAIL
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Error Name LIB_ERR_SOCKET_FAIL
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Error Name LIB_ERR_SOCKET_INET_FAIL
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Error Name LIB_ERR_SOCKET_CONNECT_FAIL
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Error Name LIB_ERR_ALERT_MESSAGE_FROM_SERVER
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Error Name LIB_ERR_FOUND_NOT_CERT
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Error Name LIB_ERR_FOUND_NOT_KEY
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Error Name LIB_ERR_SEARCH_IP
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Error Name LIB_ERR_SEARCH_USER
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Error Name LIB_ERR_SEARCH_CERT
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Error Name LIB_ERR_SEARCH_CERT_COUNT
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Error Name LIB_ERR_SEARCH_AUDIT
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Error Name LIB_ERR_SEARCH_MONTHLY
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Error Name LIB_ERR_SEARCH_WEEKLY
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Error Name LIB_ERR_SEARCH_CLIENT
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IEERS CLIENT A A] o &7} @A S UL A Z710] &ulEX]
3 A vt
j sk oA AlmakAl7] Ehs .
Error Name LIB_ERR_SEARCH_INIT_YEAR
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Error Name LIB_ERR_SEARCH_DETAIL_AUDIT
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Error Name LIB_ERR_REGISTER_IP
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20182 |Error Name LIB_ERR_REGISTER_CERT
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Error Name LIB_ERR_UPDATE_IP
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Error Name LIB_ERR_UPDATE_USER
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Error Name LIB_ERR_UPDATE_CERT
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Error Name LIB_ERR_DELETE_IP
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Error Name LIB_ERR_DELETE_USER
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Error Name LIB_ERR_DELETE_CERT
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Error Name LIB_ERR_ROAMING_MESSAGE NULL
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Error Name LIB_ERR_ROAMING_MESSAGE WRONG_LENGTH
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Error Name LIB_ERR_MAKE_ROAMING_MESSAGE
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Error Name LIB_ERR_KCDSA_SIGN
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Error Name LIB_ERR_VERIFY_KCDSA SIGN
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Error Name LIB_ERR_ROAMING_IP_PORT NULL
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Error Name LIB_ERR_EMR_VERITY_SIGNED FILE SAVE FAIL
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Error Name LIB_ERR_EXIST CERT
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Error Name LIB_ERR_MAKE_SERVER_CONFIG
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Error Name LIB_ERR_SIGN_FILE_PATH_IS_NULL
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Error Name LIB_ERR_SIGN_FILE_CONTENTS_EMPTY
20206 |29 AMEE $3 Ao o] glEUT.
& Aot Aol gl ggo] EA sh=A &2l A7 byt
Error Name LIB_ERR_MEMORY_SIZE_MISMATCH
. EMR_GetSignValueol| /] A gt HkskA] S w2g e H7]7}
20207 | = ° AA dolge] o] wr} zUc,
A Azte] do] whE wrgE s A 8¢ 1A
& Aot
7] vy,
Error Name LIB_ERR_HASH_MISMATCH
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Error Name LIB_ERR_SAVE_PFX_BY_ID
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20211 |Error Name LIB_ERR_GET_PFX_LIST
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Error Name LIB_ERR_GET_PFX_COUNT
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Error Name LIB_ERR_CHECK_CA_NETWORK_STATUS
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Error Name LIB_ERR_CHECK_PFX_BY_ID
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Error Name LIB_ERR_FILE_OPEN_ERROR
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Error Name LIB_ERR_FILE_KEY_NOT_FOUND
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Error Name DST_ERR_INITIALIZE
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Error Name DST_ERR_SET_CONFIG_FILE
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Error Name DST_ERR_CERT_VERIFY
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50241 A Al ALEF<l PCO WEHE ¢ o] ALE & §lHUth
A AFEFQl PColA AF&3tA] e 22a9s T8 e
& Ar}et
Al A% SFA]7] bRy
Error Name SYS_ERR_BASE64 ENCODE
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Error Name ACERR_INVALID_INPUTPARAM
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Error Name ACERR_HASH
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Error Name ACERR_FILE_OPEN
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Error Name ACERR_GET_LOCALTIME
31008 |AH A Al AIZES A A9ElEUTh
3 At Al A% 3FAL7] | o
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31010 |Error Name ACERR_WRONG_SIGNEDKEY_PASSWORD
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Error Name ACERR_DB
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Error Name ACERR_INVALID_ARCREQUEST
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Error Name ACERR_INVALID_ARCCERTREVOKEINFO
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Error Name ACERR_INVALID_CERTIFIED_TIME
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Error Name ACERR_INVALID_TARGET
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Error Name ACERR_INVALID_OPRECORD
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Error Name ACERR_INVALID_OPRECORD_OPREQUESTER
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Error Name ACERR_INVALID_OPRECORD_OPREQUEST_TIME
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Error Name ACERR_INVALID_OPRECORD_OPTIME
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Error Name ACERR_INVALID_OPRECORD_OPTYPE
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Error Name ACERR_INVALID_OPRECORD_ORGDOC_INFO
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Error Name ACERR_INVALID_OPRECORD_ISSUEDDOC_INFO
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Error Name ACERR_INVALID_OPRECORD_REASON
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Error Name ACERR_INVALID_ORG_AND_ISSUED
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Error Name ACERR_INVALID_OTHER_EXTENSION
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Error Name ACERR_INVALID TARGETHASH
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Error Name ACERR_INVALID DATAHASH
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Error Name ACERR_INVALID_PUBLISH_AUDIT
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Error Name ACERR_GENERATE
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Error Name ACERR_PARSE_ORG_AND_ISSUED
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32007 |29 ofn] fFMAA R FHEA7L e E AF T
sl A<t THAAAME A st THEA Y TS S HFYH
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Error Name ACERR_VERIFY_HASHED_IDENTIFIER
32205 |4 e AEHE 3o Aasdsyh
3 A<l
30006 |ETOr Name ACERR_VERIFY_CERT
Ay SHAE AR JISA HE5E AdEdE U

126




NAK 32-2:2011(v1.1)

& A vt

Error Name ACERR_EXPIRED
32207 |24 S A7F EEAS5 YL

& Aot

Error Name ACERR_VERIFY_ORG_DOC
32208 |AH Y ARFEA] Ao Ao 5T

& Aol

Error Name ACERR_VERIFY_ISSUED_DOC
32209 A4 g AREA] AZo] Au e 5T

& Aot

Error Name ACERR_VERIFY_NOMINEE
32210 |24 FAA A At Fu .

& Aot

Error Name ACERR_VERIFY_POLICY
32211 |24 AA A A9l sy

S RERIEN),
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