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Summary

. . Research on advanced electronic record management technology using
Title of Project

digital forensics

Key Words Digital Forensics,

Ajou industry-academic

Institute ) ) Project Leader | Teashik Shon
cooperation foundation

Project Period | 2012. 04. 24 - 2012. 11. 30
Digital Forensic is about methodology and procedure for the maintenance of reliability

and techniques derived from scientific principles on digital evidence collection, verification,
identification, analysis, and recording. This means that such procedure gives the digital
evidence legal force. With the rapid growth of digital records, the acceptance of judicial
validity and the guarantee of reliability and authenticity in collection, preservation,
maintenance of digital records became hot potato in the field of record management. In
this research, the Digital Forensic techniques will be applied to management of digital
records to guarantee the judicial validity through the assurance of authenticity and
reliability of digital records. To fulfill such goal, the following 5 objectives were established
and the detail research was carried out.

O Grasp of the worldwide trend of digital record preservation process

O Analyzing the domestic life-cycle and management of digital records

O Analyzing domestic and foreign digital forensic standards, patents, and technologies

O Investigation of the evidence admissibility of digital records in public and private

domains

O Proposing method of collection and preservation of digital records based on Digital

Forensic
This research has proceeded above 5 project goals from the project proposal as planned
and produced following results.

O Grasping global trend of Digital forensic grafting research and applying this trend to
National Archives of Korea digital record management, through analyzing the
instances of Digital

Forensic appliance in digital record management

O Considering acceptance of digital records preserved by =7}7]=% as the evidence in

civil, criminal suit and drawing requirement for digital records to have legal force

O Proposing the method of collection and preservation of digital records based on

Digital Forensic.
The result of this research can be considered in developing tools and establishing
procedures and policies for collecting digital record based on Digital Forensic. It can be used

in improvement of national digital record management system and can be used as reference
data for advancement of technology.
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- 93, A code of practice for legal admissibility and evidential weight
of information stored electronically
- 70y}e}, Uniform Electronic Evidence Act
- 70t} Policy on Electronic Authorization and Authentication 1996
- &7, Digital Recordkeeping Guidelines for Creating, Managing, and
Preserving Digital Records
A7 g 2) =l dAEA e 59
- AAEA Y AT wIt
- AAEAY 2Y 3 Ay ME 4
(TE75= dejdd A3 HE A :
) AA7IFe FATH Y #Ag o v 24
A4 3] AP (A 20075%7257)
39 AR (A 99%2317)

AT ZE 42 Fu ¥4 2L J22dY 3

)
l_'011
SRV
=

AT Wg () A7) =el WA FA%EL 257 9 A
AT UG (2) NSDolM Belste A4 %] FATH BE ol B4

¢ AT BE 5 OAY TAN /B A4S £P L BE P AN
A7 UE () AA71% 54 2 el Aolx W A=A ool Bt tH g
a4 pgel AP AN

re
-
=
ofo
S
Auj
N,
T
|
B
>
N
Jan} F-Er‘
P
2
N
Bl
i
d to
)
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2
b—l
i)
Al
fo
R
2
N

fu
d

=€ #d TF A
nE 55 48 T /2@y BolE Mrdu 9 yetse Axr=ve T3 9
AR E3¢e] ®2F FA4(DoD 5015.02-STD, VERS@DOIL, MoReq)ES o5 o 24
=

A" EdlA Ao 4 e AxrFe 24 9 A2 olgrel el s 7

1. A=
nj = =y F A B 27234 (National Archives and Records Administration, NARA):=
1998 FE dA7 &5 #HHE AT APd ¥ PSS AA, 20049 =3 = w)
(Lockheed Martin jit)E& Al=g JiEgA=Z A7, 20119 A3V 53
ERA)(Electronic Records Archives) 75& ¢53stal dAl ZF A 7] ol wjx 2
Ho]EE A&sivrta k. ERA Al &8-S o] ZgAlo]d = Y
o= HolHE A%sts WHoE AAr|SES XML dH2= W
THA] BE AuAgH- 7]l ERA A 2dle deAom A8d %l
TS T3 o 20139HEHe B Ao IFHE A o 3 HE
oS fd ERAE AEsEE o Holtk. ERA 274 (RD,
Requirements)+= ©]2]3% ERA 7L ¢3] €23 2FASS F43 EAZ 20104
79 Uz EA(v40)°] 7HE FHE Hdolr ERA 874 A= 715 2] (Records
Management), X.<&(Preservation), 71532 #7&(Archival Storage), X.QH(Security),
7155 4(Ingest), HZ(Access), ol&A QIEH o~ PFA AT, A28 5407 W
TE5 Yol el a7 ANRRE Alestal Atk ) NARAE 2 A=

= . 9
9= UAY A% @ welel da e F b BES LS 9

i
)
2 e 2 2 S Mmooy

il

N

e ISO/DIS 16363 : Audit and certification of trustworthy digital repositories
e [SO/DIS 16919 : Requirements for bodies providing audit and certification of

candidate trustworthy digital repositories

ISO/DIS 16363 2 Trustworthy Repositories Audit & Certification: Criteria and
Checklist(TRAC)o| 7]wtstar o TRAC+ ISO 14721:2003(0AIS) L& AFgre] of
S35t TrEo T

2) 9gx2 EE0 o] XML(eXtensible Markup Language)ol 74+ 90l HAE =49 W&at &, J2f1 o
= w2st7] gioll gAE AR JAAl Ex ofEFYAol 2nE0] ELS FHY & Athe Aot

3) http://ip.org.au/migration/
4) http://blogs.archives.gov/
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o [SO 14721:2003 - OAIS Reference model

Estel FWe 715 AH HE Vss AY

i} . - }\H
=3 wfAler 29, JEE UEh Y] 918 dlolH EE, AR HIEAS] LXZEI ]

A, aga 715 Aol YA E ARug e yAEAHR o] d(migration)s A
s

d= 772U Ygxd BE FA(National Archive Digital Preservation Team)+:
A7 A" ARE dbel doly EWo|A ttE IO R o] A(migration)dt= X
Alz=ell el ATskal Atk o] AT HA2 AA A 1 AR VISES v
Aol e AlEalA] Hstal AFESE 4 = Au] 29 Jidel ok = =71 7]
2 o5 f& Fd X9 AT, YA Y BHEANAY ¥l AFE, HE HES] A 7
Al 54 9 TS 7 U

20110l &= ZA o}« 2 (Georgia Tech Research Institute) @ W= S FA] W
7] 22 (National Archives and Records Administration, NARA)9} & & 3&lo] A<=
o] w1 ¥l AlZZYxE PRONOMD ° F7}3dt}

2
o 2

= =
o xl& Felst=d glth. DROID®= 3ol £uWlE &Qlstr] #13] W F-(internal) &=
= 9 H-(external) AZYAE AREETE o]Y3 Al2YA AHEE= XML FH=
PRONOMe A=A glom, Mz Alayx Jre= 471422 PRONOMel A
45" DROID:= PRONOME 2 7B Agxom AlauUxsE vt 5 A 247
53tk DROIDE Java® /HEEo] ZTHEo =g Aol GUI =+ Command Line
Interface® 7% 7}e3t4, DROIDE %3]  2]W¥(Identification® A3}
CSV(Comma-Separated Values)E ¥&3+ o3t ¥yo=z AXrtsstet. FHA WA
< v6.1(201213 9¢)olt},

5) PRONOM 2 g= =7715Yo] gX|ed AE BEE XNu|AZ ol 7fEst 4 7|9H9] technical registry & ojd
29 AIOYA JEESS At ot

6) http://droid.sourceforge.net/
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ementation

E.g. iCal, Outlook, Sunbird
% 1 el
©) 2 Schedule
(@] o [T
o ! c event
= g DROID g Calendar :
e - Repository
storage | = ) T server d
T 3 73 2
A P X | Is event
wn o N 1
/ = 2 url, done? '
= - date |
Atom? Messaging ;
Web server HTTP
[ | userinterface Stores results of f«---------- |
DROID events Get results
|:| Machine interface, API of event
—  + Implemented ----—---_ » To be implemented

(19 3. Smart Storage, DROID?)

FA | =2 DPC(Digital Preservation Coalition)©= =] 7|¥kS F31 2001 A

He v 22 AR A AAA bAE = AR 7] 9 (digital memory) 2
A2l (knowledge) E< A SHAl HESIE AE HH 02 slo] yxd AR BHEY #

A e oY dAY HAaAYd s Fdstal vk DPCol 9 Froj= vhddt A4,
53 A wS, AR AT 5 RE Holo FTAAEA I8 gon Fa ““‘ﬂb
British Library, Cambridge University Library, Digital Curation Centre, Oxford
University Library Services s©°] ST <t DPCE HA7]&E HE 2 FEo Qlof
A" 2324 Vless HEcte Wekel s @ #As 7HAA Ak 20119 6
“Digital Preservation for Forensics” 2} o]&90 2 9 =a4F 7|H 3 v} 9o o] 9=
A= AR EE HEE Y3 gAE xaly Bofe] @e F2o AfatEo] Holdt
of 3% AFE WFFFYer. =3 DPCE Wl Axr]E #Ele] F2 7|E olrel
&l Technology Watch Reports& ®dsl=d], 2012 11€d & AR7] S #A2E 9
sk OxE Ay At Fokeo]l MzEQl Jeremy Leighton Johno] “Digital Forensics
for Preservation” #}+= A F o0& WA Z33g vk ok

7) Steve Hitchcock, “Towards smart storage for repository preservation services”, 2008
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3. dnt=
dubs =7b 71592 1973 o] 7 AA|s=& Bashy] Alsigith 20049
b =7F 71592 2000 ol del B AA|SE=S HAE AR BRES 9T %
=42 (preservation standard)® 2.2 ©] A (migration)dl+= = 3}
20109 k= skt ol 3 YAE HolE o]de Fo 54 =33H JeERE s
ozl HolHE KHEstal HEH &S Fol7] gl Utk o] o] d(migration) ZEZAE
e AZESC], st=glo], &% AMHl~ T §ete] F 135.000 fr=7F AR& AT

O

2

JEZ-D’EE P

4. DoD 5015.02-STD

0% DoD BES AAVFwE AZE oTelAldS % AA JF EBE
(ELECTRONIC ~RECORDS ~MANAGEMENT SOFTWARE  APPLICATIONS
DESIGN CRITERIA STANDARD)S. 2 7|22 AL 55 Mol A% AR 74 =
A old, 7] B oY dejom o] 237kA e s 27S Aesm, 7t a7
#Eg dolg 24 AL Ytk o] BFEE 2007d 49 256 Ao g S HH
ArHE A2 Zo]A] BAE g 20023 HA). H MA BAA A=
of FAAd 2 Afol¥ HF ¥ AR ofgfje} i

e Field-level Classification

- RMAs(Records Management Requirements software)”’} <<% 7)2lo] z}7}o]

Het "oy 225 ERE 5 Ae 7w

Marking Printouts and Displays

- =9 By, Y, HAE 55 & 9% UﬂE‘rTﬂlolEié Zzlo] Ztzte] AeEeE v
gtdjolE o] E7 A3 7eg 7Y W, A4 EF D=9 &% A, L
] 11 downgrading instruction®] Z &

- A A3 A 2 W HAS S

Redacted Version Notification

- RMAs= 4% WAdo] a7 Ao AHESd 5 A=A AREAR Al &9

Populating "Reasons for Classification” from the Guide

Av-)

o] A

- B bolme] Saglt FAZE AW ® 49, RMAst B AGE AFow
A A5 Agdol @
o okl dolE wotud TAH A
- e HeE WAel E 4 Llalarm) 2 WEHolE e Ea AH A9

8) ISO 14721:2003 - Open Archival Information System(OAIS).
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5. ERA Requirement Document

na A7) S HE A A BH olrE Fetsty] flsl vl g YAV E R
A (NARA: National Archives and Records Administration)®] Ax}7]% A 47g

(ERA: Electronic Records Archives)®] 871 &4 (RD: Requirements Document)&
A akdth. NARAE 1998 8 A #}7] 2 %FAE gk F=H Y-S AA 2011

=E

s AAz|ERE AAQ ERA 7S ¢EsklaL, 20129 el 7 AR
ZHH ERAE Fd dA5E9 oddde X 636* o golth9 ERAE ®l= =717
=3 ARV EES wE:dgsy] 98 dAE A&Flolth ERAE VS S7H)=
of &t AATIS= AAl AofFreh nAAT|Swe] 2 ANFVIE £
th. ERAE= 7h HEVIS AA, o, AF, HAe AT V= FUIsHY ]

ZI=s=Ae A HA4E A4 z
e o mEE ﬁx}ﬂ%%% A (Ingest) &

gol 245t Ut AAFEE 958 + 9

~
oo
ok oo o N jo gl Mz B o

(3 2. ERA 715 H9)

T2 T8 &
c BE VIEZ de 2AE AA &L AL 2AE S0 23
 BE 7SS tig vEeAre A A
A7 EEC] A ‘3—l A7
BRI EESY] GTEE YA 2 A FHEA Ea
7155 e o)) &Ake] o], ’\17V3F/] 2l A 8
TP 9 B ARV EE] AA A xfo R W= 7|5 ATEA &
TFR75 M AT EE] AAA 29l WEE A3e] 75 E Y (Ingest)
colE ARV EEC H Jhestal MER(IR)ENEH AFEES §
o B (A k)| wet AR ZE AR
AR EEY] A W Ee] diE Age AAE F dS
s HAIAG 2R 19 vdE BRE A0 V2R G s
«ERA=E HolH 9+& BEREANY =24 mAE T 7150 F(set)
A7) 55 ¢ o =4 ol#
A5 3k « 7EFE g AW AR fFaA gl
ATAYAA S | cAATIFEY FV] BE
g s /SR AEAAES FASH] A% AT EEe WY
« AL A2AL AAL =9

9) U= ARPIFHAA +5 5F R AAPE, 2ol 2011
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(£ 3. =3 vl RMS-AMS & B]ul0)

T8 A% 8

* RMS(AH718) - 718l 7IS5=dd 5 3, 75 Addd 8-

A5, 7152 o IHRMS->CAMS)

r

Ea N ]
« AMS(Z7}7]1 2 9-CAMS): RMS->CAMS ©]3# 7], o]# o] %
775 U ZRAA
« RMS(Z}g713) @ 7134 7155 &g ¢

- « AMS(#7}7] 2% -ERA): (7] #32 ERA ?@i) NEE Agdd #4
A7, 71EE ol#HeH F 7 ol Y, (HUHEH AY) ol

o ©A w7M7IEAH W ZEAXA

ERA 274 (RD, Requirement Documents)i= "|= =7}7]5 3 o] ERA T2 $3l
et @ FANSS Sk Aot ERA RDE 20029 49 WA 1.0 AZFo =2 2002
1 8o M 208 A 2003 12¢€ ¥ 3.0°] vhEo(H i, OAIS BEE 7|22
FHA OEAA HFHoR 2010 7€ M7 4.00] w5 Hrh

ERA RDoA+= 715 #8](Records Management), X.<&(Preservation), 7] %
(Archival Storage), H.QH(Security), 715 % (Ingest), Ht(Access), ©]-8=F AE I

ol WA, ALF SHOE WMFE Yol oMY 8RS MEsta v

-

.

rJ
B=
ol
=
=

AR B e 7I53E] AdFrls A v=r 5754 9
= Al "o o7el= AR B9 wAATISEe] ek B e

718t AA 7]=(description) ¥} 22 E5S {9t A7 EHAAe] X Yol EFEHTUL
ERAS 7|Zod HAHL AHE g9 (disposition agreements) &7, 7| ZE 9] &4 o
¥ A EAZe AT EF(HTFAY Alade 3 g omAMe) He, VISE AT
7] "ol e, 7|5EY WA By g ol #H £Aste dFEE #Y v

10) o= AAPISEYAA 5 5T H AXPE, 2019, 2011
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e X F(Preservation)
ERA RDE A7 EE9 BE =
A 718 A e -] w2l BAgle
AS RASor A A &3t Az i
Aol 59 HAANA dA7|FEY MBS BAste= A ARV =
ol AREEOIX BRIz Wsld Adgle]l MA7|EE] A AL
2~ 2

AC
i

o] W% Tx ¥, 7|EEC] LGS T 96

) RE HE g5 ) 7}
FA(audit trai)<s AAstar #estofof sttfa A=t} o749 AF4S fxE
A2 =Ho| e AA HAA(Chain of Custody)® ##Eo] utar FHE = drt

o 7]=32] A& (Archival Storage)

ERAE AAVEE5S E¥ste A= 5 A= deolgeo] A
= A% BE AR, BE AFHOIHY =84 FAAS BAe)
Z A 7]*%% XV“?J gl g A ®A oAl T 7= Ake] HA 1_134, uff 4| o]

e 1 QF(Security)

ERA ®SHE H33k Hd vsj25E Arts BEshs 23 S8 ARSI A
Akl tiete] A& Hds BAshs A A=
2EHE A ZAAE ol el 2FAlo] Bfst 2
A 2=gl Zpd Bl A H 2 AREAL T1E ol A E A4k “41'5}04 g o of ??}‘jr.

o 3 (Ingest)

YrE HAAVIZES ERAR 7HALE #4002 AAV|EES ERAR E A=
oj#at= A ol Awl=S] F8A 74%? Egit oldste V|HE AdEHE B
< 3d ZY FYY AAVES olAT F QlofoF s, Ao ol# el st
LA A (integrity), A &4 (correctness), 18] 1 <A A (completeness) S A 7A3sto]oF &t
oh mEgh vkt A AolH TIEHE A - Ve 54 syl 984 ERAE 715 H®

2 A5 F3AE(archivists)o] oldH HAZ|ES0 tid HF U I (verification
routines) & 7Fs& 4 d= S Aok st ol= HAZIEEC] FTAR QAN

AE ARG 23 DI Aol vt FAHE ¢ UTh
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o Hr(Access)
71E5E AAro ol Ht AlFe dleiAe A" o 23E BEE V) ESE ALHEY

et 7S5BS WAy 9% 44 Aol aFwoHh ERAL 7]
1

=
ofsf =8 25 el dA7IE=e] Aee #F5(Ordered sets)o= Hts Al
T Slofok skt o] At AFel= AREAE BVIE A Al t H Al Al
3 ek m7E A A 5 7EA ourh 2FEe] vk o] A H & Al

2
H
[
=
{23
rﬂ

A= A8 F vk

6. VERS@DOI
19958 &5 "l Eg o}l 7% B =4 (PROV, Public Record Office Victoria)= H ¥ g o}

Fol FE7IHAA AAHE ARV EES FVHon HEF}Y] AT BE ATFS I
w3tz 918 dA7ls@E] A g VERS(Victorian Electronic Records Strategy) -2 4
EE F9stat. VERSE o 9 HES 913 XML 7]4H © = VEO(VERS

b )

Encapsulated Object)E Aolstal 9low, VEOT= H7IxWoz Wiy 7|53 7|5&
HE D Ao a3 ARES ok wetdoly, FAA ®HA

et dAA Y, H2E 7|uke] QlaYy JRE Fxsleks XML 3= G- o,

}S 93k dlZ=ARE X

+VERS Encapsulatsd Objects : JIRE, Fils, +23 VEO
« 2149 BNEZXU(Long-Term Preservation Format)
Document - TEXT

- POF( Portable Document Format )

- TIFF( Tagged Image File Format )

«Object

o *Heco Fil
GIEHA0IE *Docmr':a::lt IBEncoding
+Signature

IS «JIBEC PAL 2T N0 HIYN/STIE 0iset g8

XML e Taxt 7|E19 pIFB(BIRI0) 228 1=&
«VEOY XML FZ7} DTD(Document Type Definition)2
“vers.dtd"E B9

Wrapper

(L%l 4. VEO T8 8.412)

2t il 2, =7
12) 4R ofrtoly HE Hefof et 24 3 A, o], 2008



VERS@DOIE VERS®] xFol wel 7F BAde 7|55 #y Al2gs %3517
A BEXE 7 ZRAER Az VEE] JTEE B FIHOR V| E dg F
o]l 7hedk Alzswle] digh @ FAS AEstal gtk ZF FA A RHEoIX = BE
geo FME gY¥d AZEYOE T8 VERS 712E A3 REZ dddr VERS
7NEE AA EEL 7IEE AA 24 VEOR A 7|5E FJHE WISt VERS
o] AFarw Btk VERS@DOI® F8 A7 75 o5 21

i

[¢}

Sl LS

(¥ 5. VERS@DOI®| A 7}4] 7]5)

e = g —

o 7]

fu

& 7 (Records Capture)

Fot xlowe AAdE 7]E5ES XML
| Gst= wEH Ol F&=

- W&, vEdoly, A8A A5 ARE /A HEsst VEO A4

ke

Roz Wsta, W8 Axek 7o

S

;

0

O

e # % (Repository)
- VEO 2A|¢] 7] n&E 2 AT 7)s

—

ko)
=]

e

e 74 (Discovery)
15 45 8327 AEE AMs7] fgh AFEAF /I o] &~ A&

N

13) 94X ofrtoly HE Hefof et 24 3 A, o], 2008



VERS@DOI+= 2003 7¢ 31l Ao g2 JRBHJA (75 SolA EA43 &
Aol W Zs). vhA S g Mol A Ee Faded del thea 2ol o

Hokal gl

o AANEHZE WA F/AERA wEA dF" 5 golok s (must be

3 whrgs] e EojoR o

oL
>
ki
©
i)

admissible as evidence), =3+ W%

-

[

el el Hx AGENeH, ofF 7 glo] MAHA kol
() v

o 7= FZAA(integrity)ol] W3t =1
- wAe FAAo] AAHoF s dFoE sy A osiA WA o] 37
= A5 W8 A 8ol AR ge HAA WA ThE
7. Moreq

MoReq(Modular Requirements for Records System)& 3 HAAZS i o 1A
nom, FAA R AL bk ARV EHE VleLdes Bt vk EFEe #
AR, A3 A4 Hd T Al2g B BRe AR, ol Z2 3], V|HE5, 1
7 AR AF JA(HAEYe] 2 =9), A" we, A et o
g stolBEE 7|54, wA B, dAAE G G5t
st} o] A= 2010 PRA| e = A E Ao (7] 59
M), Ax7]Zol gk A E 98l ofeiel 22 &

JlNr Om
=2,
>,
Mo
1%
rob
M
>,
rr

Tds EUE A2 A
3k

Sls
Tl "eiMRt VEsES AY, €9 ¢ A

o 7 HEYL FUe RA-VSRY P O due Aol sy 74
B AEARS A48 Bk fAFoF F
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A 2Ad AAEZY UAE XY HE AT 5F

=9l AAVIE= #Hgol o gA"E A H§ A4 Akl 2dolA = Luciana
Duranti, Matthew G. Kirschenbaum, Christopher A. Lee 52| 7| Z3g o T+ T
g FaAA AR7ISo] A= e FaAAdL ofoz Hold ] 7
g A AFREES FE BAMstn . F8& ?j:rl Z2AEZE  InterPARES
Project; , "Digital Records Forensics Projecty , [Digital Livesy , [Digital
Forensics and Born-Digital Content in Cultural Heritage Collectionsy , TFAIMS; |,
MBitCuratory; 5°] dom o]9} vj&Eo] Stanford University Libraries, Bodleian
Libraries, King’'s College London % a¢ 8 ZA oA Ax72 £ 9@ FEA o
dol vxd A2 Tes AREstal = AtElEe] e A oR AbESIH. &
3], 20108 Matthew G. Kirschenbaum(Professor of the University of Maryland)el 2]
a =AY Digital Forensics and Born-Digital Content in Cultural Heritage
Collectionsy ZEHE = Ax7| o] HAE x2S HEg 7| Atdl Sl tiel
AubA o ® Avfeta, gAY x4 A8 Ths FEd o)F Soll s FAA R V)
=otal o] Fo A AvE dart v EF o] ZRAES FHOF
MBitCuratory &= o] &2 2 20115 ¥ Christopher Lee(Professor of the University
of North Carolina) W%} &7 A7 5473 2 £4 dAoA ddAow &85 &
A gAY ZalA T =AF detar l7]el B & ARRS AlSGEA 7o 2
Al AmE H87F

o As 2 AFoa] A OXd ¥ald] A8 AF 5FES MEFHoez 4y
B 9k A3 Digital Forensics and Born-Digital Content in Cultural Heritage
Collectionsy T2 AE 9 [BjtCuratory TEZAE A= & ¢ FAFE 7|+

Elasy

1. InterPARES Project

InterPARES (International Research on Permanent Authentic Records in Electronic
System) ZZAE= & Az7[F9 A7 Hdute] A ZA7|RE LA iAW
te mAE] 9% v=A A ZRAEC 19989 12 TR AEZS A &g ol &
A7k F o 3@Ae]l  AA A Fol  Ark. o] ZRAES]  AF A=
UBC(University of British Columbia) Dr. Luciana Duranti x<=°]t}.

e InterPARES 1x Z =24 E(199872002)

AA71E] A E o]2H o2 et A2 ES FrhsiAY FA4TS 71¢ 831 S
Wale AL BAHoR g BnEA AP JE A2 Fr|How BESE
o3 o224 WHES MEeih
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e InterPARES 22 Z =4 E(200272007)

o, e}, HAAAGH Foko] Hge tAY SAA AAHE VEES THOE
AR TR ENA QA AP T BEAA [AEA, NFHA, HEA e g Aluk
A AFE Pt

HE o

e InterPARES 3%} Z 2 A E(200772012)

AR 719, BAl, AT, o, o2, AL % A9AE BF 5 OFE GIA A
A 7)Ee Aasn BEse B4 PR FF L UUE ANEd 2L Zeads
o] AT HEF Y AW AT Ae BHow )

2. Stanford University Libraries

2008%3, Stanford University Librariest® HXE 7|5 w2 AHE F2lslr
ATE FdAT o] A9 BHL HyXE 7|5 wjAe &%, o] 1ela H
2l(bit rot) ¥ ¥ =% 3} (format obsolescence) © W& 731‘%_ =4 s =
7] §geldth. 2009l = HAYE A A4S APl FRED ] 2ti9f %
EA2 AZEYO(Access Data’s Forensic Toolkit, Guidance Software’s EnCase
Forensic)& T sttt st=dlol vl vdd =99 dAA vulo] Z(legacy
device) & Al ¥at7] f8 FEAow 745 THA,

5t

et

Ju s jatn

ﬁ

A
3
kK
-

(19 6. 2= gslo] sdtst st=9o] 7[Hk X dlA & - FREDD))

14) o] 27 Aoz Qs ofet SR/ st=stoly, Joja3, 4 22, Imoega Zip HA23 52 AldT
2 A = A

15) Digital Forensics and Born-Digital Content in Cultural Heritage Collections, 2010
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3. Bodleian Libraries

S2~HE g Bodlelan=A#oM = 7ES5EES] HES &AM AR 7]5E9
w43 2 #AMe HAA 7|5 E3 98] Bodleian Electronic  Archives and
Manuscripts(BEAM) service® 7J23star th. o] BEAMeO| 4+ Digital forensic tool
2 HolH A9 U5 % &F HolHE A= &olstr] witel Y
7S ETgE 7182 RS 93 =3E o AT th&S BEAM servicedl A hybrid

archive® workflow <] t}.

- Separation : Hybrid archiveE # 83 S A A3}

- Capture : Digital forensic toolS ©]-838}o] Z} tj==2] 1
£ 9 hash value, ZF 7RA°l th3+ hash %
= YA e 55 ouA ZEA o gk v
0238 ALRE Aol

4. King’s College London
King's colleage of London< HX g X&) 7|&S 7|25 AFAL]=Y)
st g A5 A3E EaEdT. 1 e 2011 6l S2AEE Ao
3} "Digital Forensics in the Archive” AZ oA 3eldd 4= Jr}, 25 FA
3lo FIDO(Forensic Investigation of Digital Objects) T2 M E & %] 3}
AE = HAY i ojel HrH Al&dlol o3 txd HHO| A&
A gAY T2 ofFgAlolds FAlsteE e HXRE ot
ol F FZAolv. AA, o] ZEAE= HE archives’} HAE
o] qfekyp WAl g GAE e RSt RS Ve A she
o

k<3
[¢)
dE59 AdAS H7HE Aotk =4, UAYE ARE 55, 4
=
=y

_0|L
32
=
o o x =2
1S = =)
Mo B o

2
FiN
o
2,
oH
ol
o
)

¥

L o
oo
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e, SRS AR Aol taM AAelF, AHA, WAdws 2o ngH g
%, Hashset@ o §3te] 3ol ZA} Z4o] vt #dg @vka s ek 5
of AAL o FL A e BHow AFHEA, vlolex, AdA E, 19 of

A FdEQdA] e 4 9l o]= NIST9 NSRL(National Software Reference
Library)ell 715 % Hashsets o] &3] S 3AY HashKeeper2t OFSDB(Online File
Signature Database) ¢t #2 AZES o]} HolHHo]~E oA HED 5 Ut}
I sk ar, W Aol dElxl =g E vk AR e AFEAE RbE Tt

QA A ZAE Fustel AMgra st

5. Digital Records Forensics Project

University of British Columbia’s School of Library, Archival and Information
Studies(SLAIS), UBC Faculty of Law, Computer Forensics Division of the
Vancouver Police Department®] #&d7= 20089HE 20113971# H Qo

UBC(University of British Columbia) Dr. Luciana Duranti 257} &2 HS& Wk

th o] A= dAe A7 S kst yxgE xalld fFof zhzbe] A A
Aol el =9tttk o7t Ak dA7IFe] i wjAlol A oldd & 1 HH
5 B3] Hotst= Ao td EA(EE A2FY IR A5 ofE#)et AR
= ol o] MEALS o9A BAE Aoy, HA FAEE AHE F Ad=7
ek w4 o AASA=e] Bkl glo], o9A F7EH T AJVHE AR T
1wk AR FA4 D “415} TAE =Yeta, 7 ok s Eo] AR
Egol H F e ‘/]'E]rlﬁix’i‘jr. o] Ao A= ?ﬁ%;—ﬂ?l 4] g (diplomatic)°l T
A9 A (digital forensic)S HEAIZ M=% 2Pl “Digital Records Forensics”
olgt= MdE A HsAT

6. Digital Lives

Digtial Lives Z2AE= ==Y LA #(British Library)2] FFdlo]EH <l Jeremy
Leighton Johnel| ¢l&] 20094 F8i¥l 2 A Eo|t}, o] LR AEE= HA7|EF9 HE
2 o] Qo] A" EdAA Ves HES ATHS AR Hpa v AA
o] A+t o]F 43 = Digital Forensics and Born-Digital Content in Cultural Heritage
Collections(200972010), AIMS(200972011) ¢ -+ Digital Lives Z2ZAE ] AT
Ao @e S Wkt Jeremy Leighton Johne #H<tolx ofe] 83| 2 ] A4Fd
Al gA"g 2dA] #-E AT WEES TRSke 5 9% €S stal vk Digital
Lives XZ=ZAES HF HIANE 20104 SHJeH HAA7E9  [EA
(authentication) H. &S €8] wj A o] d(migration) TAANA xd EaAA =F(FTK
Imager &) A&+ WY 7 AA7E By work flowdll A HAE x4 7]
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R AxE HE5A 7= Bkl wall A AT (™ D™ ).

Digital capture: core workflow

exirac] Mk Iroim compets

—— dlong disk diectly

e ek
o computer

WITH PERMILIEOH
Teddel dessted and cvEreninen

Expoil pepbiats My

Bies oo hogments
repRcie
Digital Replicates ot s & mﬁu
fragments
LaCEamen "
Digital Facsimiles sl s A& e 1
Iragmerils

allach gnginal dek o
Ioionsic worksEation,
USinG wiite Biockes

Examanation of Gk
COMGIRES Wilh
Toe enesc ool

witrwing of Bles with
OFiginal softwarne of
ermidatng squivalent

comet o
miceopeiabie ties

VeI Of
inSoropaRig kes

Wil Curianl SOfvware

(¥ 7. Digital Capture: Core workflow!6))

16) Digital Lives, 2009
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(19 8. Digital Archiving Core Process & Tool Kitl?)

Digital Archiving Core Process & Tool Kit

Initial contacts made,
pastively or actively;
policies & options
EAP{IFIEG; site visies,;
[V enanoe

[Guidelines & forms;
video camera; Neld dats
entry handheld device;
remote reference
i

—

[ Archive esamined by |
curator B creator,
Obsolete files shown
o creator, Potential
ol hudden linformation
autlined, Decivion

Authenticated
capture, physical
(entire disk ) or logical
ifolders & files);
anceitral computing
fast digitisation &
lll-\"l'l'llﬂr',' an
reception; hash

walues

Replication @
corversipn of personal
digital objeciz: digital
replicates &
elements,
characterizsation,
digital facsimiles,
val ldat lon, emulation

identification of |
issues of data
protection, privacy, &
copyrighl. Keywords,
description &
associations, with
et beip o

Myltiple replicales M
multiple sites;
audited ingest &
SCCELS envirsnmental
& digital object
maniior

Unvedie acopes rodtes
combined with
wabiity B use cawe
assessment for
dyn amice
improvement;  digital

STEP 1 : Initial Communication
- ol A5l tgk dr w3k

Laptop, wribe Blockers &
floppy disk drives;
forensic preview
functionality; sequre
curatorial transfer role

S—
Media bitstream
‘imagery B Interpreters
for modern b ancestral
media & file systems;
digital camera &
reception platform;
hash libraries; wysbem
for managing acquired B
created digital objects

Software Iu-l batch

naming, valld
characterisation,
conversion B reliable
metadata extraction;
diverse emulalors;
creator of persistent
unicpue idert (fier
——'
el
Search programs for
personal data: natural
procesing and semanik
technologlies;
ol laborat e softwarne;
extemible and advanced
cataloguing softwane

ONGOING 1: DIGITAL PRESERVATION: PLANNING, TESTING AND COSTING

eg preservation audit system, planning tool and testbed, and preservation costs

Highly secure repmitory
archilecture, ingest B
manitering  procedunes;
future reguirements
analysis B costing
techinigues

!E!Burt(" !litﬂh’!i"p‘

soltware, visualisation
E chranological
mappEing technigues,
high fidelity emulators;
rebust B adaptable

bW to-cm'ldaln

STEP 2a : Examination of Archive, offsite and/or onsite

- ol A AT <Y IT 7l wiAll 7I5E A5, 2718A %A (write blocker)

2 & A @ (forensic laptop) = H|

- ol W A7 e#E IT wWA(35", 525" floppy disk S)ol 71=% 75, usb

17) Digital Lives, 2009

_3‘|_

ONGOING 2: ENHANCED CURATION: ADAPTIVE CURATORSHIP, COMMUNITY PARTICIPATION, DIGITAL LIFE CONTEXT

eg processing monitor and control, community practices, iCuration, panoramic and graphical landscapes, video walks




Ay o] 22 A4 = A+ reader M
STEP 2b : Explain to creator the pros and cons of physical or logical acquisition
- 1= AR B VIS A A AT R Wd wE A e R s wHe] Al
e dAANAFL =3 Wil g d8 2§71 4% 95
STEP 2c : Curatorial report to institution followed by decision and any transfer of
media and hardware to repository
STEP 3 : Acquisition with digital capture using forensically sound techniques,
retained in holding repository
- 27V AZAE o] &gk AW o]u A (hash @ 23 T
— virus, malware #|=
STEP 4a : Digital Replicates
- olu| x| udREE replicate }Y F=
- replicate ¥ & st 544 1ot
- olu A 3 2 replicate A 5ol gt wEtH olE} =
STEP 4b : Digital Facsimiles
- Replicate It =9 did] H& & 7t X9W(PDF/A, XML 5)o= w3ksh
facsimiles 3} A3 A
STEP 4c : Produce access copies (of the replicates and facsimiles) and describe
process
STEP 4d : Option for making available media ‘image’ file
- Replicate ¥ T = facsimile FYS FE8A % olu X wd zpAo o st
Hito] 7hed A4
STEP 5 : Curatorial examination and cataloguing
- maolw Al o4 @ AR ol Al
STEP 6 : Digital archival storage system
- Az 715 B vEdoleE V| ERE L A%
STEP 7 : Access including use of emulators
- AFE 715 g3 JIAE LI &8
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7. Digital Forensics and Born-Digital Content in Cultural Heritage Collections
o] A= Matthew G. Kirschenmaum, Richard Ovendan, Gabriela Redwine”} 3 &
o 2 Andrew W. Mellon Foundation®Z%-8 A=S Aol 2009 ol A4 20101 A}o]
o] AHYF AT o ATe] BAE sjmal oo AEIelA UAY Fala Bops i
Mete Aow, AA712 Beld o} OAY TAAS A48 & At LESA 3

goat 2ol w=olaqrh,

e Jegacy Format

o) wAe] weh, Ax1se]l AAEE BA(RH BA, LFAA, FAA =

W

)
)

st

g ¥l T2 Fee)o] WEsly] wlFEol legacy formatl® AAAE AR ES
Az wA=Z ojdd dadol EAsHA ) o] w WA 2 ZH s W= <l
Az71 50 FAA o] dEd 7hsAdol EAsH "k dE 59 FAT329A4 = 34
&5 AFAGB) B FY o]F Aol Ag Fol Jdom, NTESA = /) \, @ ¢ 2 &
AES Y o]go 2 ARE HEe= HHH HES 3 A|2"dA= 0 & A9t R &
b5 F &gttt ole g 3d AJAF (1o zole AR tE 3 Al2aE 11 HdAH
= o] d(migration)dl ol 7|=F FAAHESE A=A & Aok o] o ZEA TVEE
o]-&g AFmA onAE T, 7= ol TAl UM FHU AlxHl Fo Zol=
Ak o= E9 T 9l

e Trustworthiness

OAg 7|50l Y mAZRY 7|5 HEA(repository) Al o] 5= 7|74 FAA
2 AEAES BAT  glojof gt & wjAldA AL "AE 75E FH1E 9 4
FAAES AR E gAY ZAA E4E o FoEHN FEALS BET & 9

T

e Data Recovery

A" T 7% o] 43 9 @A AYQ 72 Byt s

o] AAqte] Mz F s el Matthew G. Kirschenmaum®= 2011 12€¥€ K€ A x}7]
= 3 Z2A 2 9ol gRE xElA J]eES 85t Wt gk AFEAH

BitCurator Z2AEZS g3t T}

=
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8. AIMS(An Inter-Institutional Model for Stewardship)

AIMS Z2AEe= fxd w2 o2 AAH(born-digital) 71 Z25< #elstr] 93 &
M2 92 x& 753 2y 99 (Model for Stewardship)E A A8F7] 98] Andrew
W. Mellon #A&+e] A& ol University of Virginia Libraries, Stanford University
Libraries and Academic Resources, University of Hull Library, Yale Uiversity
Library?] #& 72 A3d¥ T2 AEo|t), o] ZRAE HF WA= 2012d 1
dol  ExHAeH, Adst= AAVIE we Z 99 A(framework  for  the
stewardship of born-digital materials)oll 4] 7]5¢] %] (capture), 2] (identification),
X d(preservation)ell  glel  7IE9 "AYE A RofolA  AMEEHE =TS
(AccessData jil: FTK3.3, FTK Imager 3.0)2 &3ttt 7]« Atk FTK
Imager 3.0 "jAd AFH YyXE 7|5 o|n A (Imaging)st=d AF&3F% 3, FTK
335 o ol AT tdelA on d= HAERES FE5HA

_4

Accessioning

 — N s E—F B

Activities Tools [ Persons Deliverables

Manual, SecureFX™,
ete.

Contral of media,

"Physical” control files held locally

Quarantine

& run virus checks Virus free files

Sophas™

Disk image, audit

T
FTK™ Imager {oe ik i lon

Create disk image

Photograph media
& labels

Canon EOS Taiw/
copy stand

Photographs of
labels and media

Createfupdate

! Archivists’ Toolkit
accession record

AT Accession record

Transferdatato SecureFX " (SFTP Files on secure
secure storage application) network

\ r \ " h, ¥,

[ )
( )
( )
===
( )
( )
( )

)
)
)
S]]
)
)
)

( )
[ )
( )
==l
[ )
( )
( )

(19 9. Access TAIN A2 activity Z AFE =419)

18) www2.lib.virginia.edu/aims/whitepaper/AIMS _final.pdf
19) AIMS Born-Digital Collections: An Inter-Institutional Model for Stewardship, 2012

_34_



9. BitCurator

BitCurator Z=ZAE+= 7|5 3  7]3(collecting institution)e] KF ZZA =

(workflow)ell Al HA& EZal4 =5 Agsto] tUAE 759 F44 2 A= &
watal, Aoz 7hxA 9 A4 H(potentially valuable data)E 4@ 3}7] 93 54

oz AZFHEQJY. #HA School of Information and Library Science(SILS) at the
University of North Carolina®} Maryland Institute for Technology 1n the
Humanities (MITH) at the University of Maryland®] 35202 2011d 58 23
a1 vt AFF(Advanced Forensics Format)s A st dAA715 3 =5(Disk
Imaging Tool), o|n#A] Hdor EAHAH HHE FEH3l+= A =4 55 /N Fo
Rqom olEd tgk T HAE WMy Ax3E=E FUlsta dukb, 2012 99 12
2 BitCurator 0.15 Bldo] gz ¥ ow BitCurator 7]¥ L 7AFS FA{(Basic
Requirement Documents) v0.97}F 201213 99 11¥ Z3¥ ¥ A} BitCurator X2 A E 9
ek X&) Au = s FHlo] X220 &<l Ths ek, thsoll A= BitCurator 712 &
TAN HAE 7122 BitCurator®] ®9leF AY 18al 7=4 AMRES AR

7} 9§

BitCurator:= 712 43 7] ¥ (collecting institution)®] 4F = & A ~(workflow)oll A t]
g xAl =TS FEste] Ax|Eo] 3, B4 HUld o] &8st AL F2
EAolr, o] ZRAES] £ 2uAR o] xgd oo, AA= Andrew W.
Mellon Foundation®] A% A4S o} 194(2011.0972013.09) Z2AEE P F o]
oo 1Al el Fa 54 1249 AA7I S Y gAE xdllA A" i
of low, 2etAl A= AELA] Aol ES HAA iAol vk v 1A ol A ¢

F8 BHol,

JelA AME LTSS AL 5 Ut

AR marsel el 71 del e A3 FHze] A/ /R

o FHESIE HAAV|EHY ZEA A EAF 2H 2 BitCurator 48 7Fs A

20) Christopher A. Lee(Associate Professor at the University of North Carolina)?t Matthew
Kirschenbaum(Associate Professor, University of Maryland)’} 5502 T2AE 2L

21) http://wiki.bitcurator.net/index.php?title=Software
22) http://www.bitcurator.net/
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SRR

= #(Library), 7] = Z~(Archive), ¥ & (Museums) 5= A3 ¢ gAd H2] o
2 7] %9 (Born-Digital) Uﬂxﬂ of 3t FH/EA/AE/HE 877 5oy d= A3
of Stgmy rt. ARV ES] #HE] ZRA|2dAE A 7SATE AEE 7)Ee
A ZRE BE w2 7|2 o] d(migration)o] Lol & dE=dl, o] g A3t A
7159 FAA Tol RAHA &=
A" Z A (Digital Forensic) <EoFollA= o]k wjA] o]def oA tiAE
s FAdE Bt B, Ve W AV 2 Ao Eo] AR oA 7A] T HH
2] Hofol A Z 8w glx ¢} BitCurator:s ©]# 3 F(Gap)S Zo|lA A7
oA A F e gAY xR =4 2 WS AFEt oee

BitCuratorol| Al A &3stx} st 7] 550 th

o 7|E2AAWAZEE t]2~A o1 A (Imaging)
- HDD, #tx=, 229 Y23 5o% HEHY raw data o7 A3 AFF 7]

% 7]‘?3'5 46%}“% Encase ﬁtﬂi

o oju|xZRE wEldolE & % A A (Metadata Association)
A2 AZTEY o] 2EE AA %= provenance metadata(A 7 AH, F£F OH

A ol #elk 271)

- ol A W&ol #3 wEld o] E}
- 99 "Egdoly £& XML &2 (Digital Forensics XML, DFXML)So. & %3
ol 71E#E] ok vEldl ol 25 o 3E A

o oulA /R Aol UF mIA YA
g} XML, PDF, =+ text 3¢ 2oz &9
2o U 3

Ho Q& FAY F2 Aw
= R

H 7} AFE2F A AR
EH BEF AAE AZEYY W 21 3Y
o £ Aue 7wk gl A, =4, JT AR
Al e

- File fragments

_36_



o AbgEE A% 2 ET

olef 18L& BitCuratorol| A AF&3dE QE LA 7|dHke] L alA AZEYOE e

rr
gl

Forensics software | Current Version | Purpose
Data Processing
Advanced Forensic 2371 Support for AFF packaging of disk
Format Library (AFFLIB) e images
06.16 {or
equivalent
fiwalk functionality in Fast file and inode walks, DFXML output
current Sleuthkit
Release)
Bulk Extractor 130 Identification of private/sensitive
information
sdhash 2.0 Fuzzy hashing, file similarity
SleuthKit 3_2__3, 4.0 when Accessing and processing filesystem
available data

Extraction and processing of Windows

e ey | O Registry data (including XML output)

Metadata
beml {libxmi2, libxsit) 23 Python XML library, metadata handling
and DFXML reprocessing

User Interface

wxPython 2812 BitCurator cross-platform interface
development
Packaging
Ubuntu packaging tools — | Varies (see Ubuntu | Support for apt packaging of BitCurator
build-essential, packaging docs) sources, generation of the BitCurator
devscripts, ubuntu-dev- virtual environment, and construction of
tools, debhelper, a bootable ISO image

dh_make, diff, patch,
cdbs, quilt, gnupg,
fakeroot, lintian, pbuilder

(¥ 10. Forensics Software)

BitCurator®] 7|99 AA o 4744 7|2 d9o= Fidt
- fy2==a olnA(Disk Imaging)
- 54 A X v} (Identification of Private and Sensitive Information)
- AH E5F(Data Triage)
- "€ dHolE FF(Metadata Export)
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e T]~A o]Ju]A(Disk Imaging)

BitCurator= T%3 wjxAZ258 HAx 7|55 oA 3st7] 98l Guymager?d H

o
. - o = .
aimage2d e} & 7|&E QFE 4L oluAH ES olEstal At oy 192 BitCurator
E 3 vz oA 7 AAE KHolFETh
Alternate
Y
Forensic write-blocker (hardware Software write-hlock
Y Y
Host system
Imaging software (Guymager)
AFF packaged image(s) g Bulk processing scripts
Alternate
—————————— ‘
|‘ 1
I E01 packaged image(s) | E— Image capture techMD
——————————— =
Y

Secripted metadata export to archival library standards (EAD, METS)

(7L 11. BitCurator Imaging 4 x}25)

AA H22EWH Ao R AFstE BitCurator #7141 E t&Wo} VirtureBox 4.1.18
Aol A&s) Bkt (18 12)= GyumagerE =3 USBE o|nA g AS e
Jdo. (¥ 13)2 &9 ovx Y xdE&E AAHG)

o = 3How raw ¥,
AFF(Advanced Forensic Format), EOl(Encase %) ol A&g 4 9low o]n A
e FAHE JFetr] f8l A48 sl T (MD5/SHA-256)E A3 + At

23) http://guymager.sourceforge.net/
24) http://afflib.org/software/aimage-the-advanced-disk-imager
25) http://wiki.bitcurator.net/index.php?title=Description
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GUYMAGER

Devices. Misc Help

H Rescan
m==
Serial \ Linux =, Hidden Bad g
nr. \\ device Modc Sl ke Areas sectors Fronres
VBa20f4682-664af47b | /dev/sda | ATA VBOX HARDDISK :O Idle 549.8GB unknown

élSM.OtJOEIUDDOlQE‘S pai IntelligentStick unknown
i Acquire image

Clone device

Abaort
Info

4] | I

Size 4,026,531,840 bytes (3.75GiB [ 4.03GB)
Sector size 512

Image file

Info file

Current speed

Started

Hash calculation

Source verification

Image verification

o
o
by
W
°
=
ox

(19 12. Guymagers %

@ Acquire image of /dev/sdb

—File format

¢ Linux dd raw image (file extension .dd or oo I | Splitdmagasios

" Expert Witness Format, sub-format Encase6 (file extension .Exx)
s ! Split size I 2047 IMIB I
i+ Advanced forensic image (file extension .aff) O =

Case number | USB1_TestOl

Evidence number | USB1 Test0l EO1

Examiner | Ajou
Description |Test for BitCurator0.1.3
MNotes I 15AA000000001983

—Destination

Image directory | | f

Image filename (without extension} |

Info filename (without extension) |

—Hash calculation [ verification
¥ Calculate MD5 [T Calculate SHA-256
[ Re-read source after acquisition for verification (takes twice as long)

¥ Verify image after acquisition (takes twice as long)

Ok I Cancel

(¥ 13. Imaging =9 % s s+ 2 A)
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e EX AW 31}ol(Identification of Private and Sensitive Information)

BitCurator= ©|1|#] 3tdoA 5 AHAHE wolslr] 93k ud Alxd FHa 9~
E 7Rk xald 24 7|HS xEel, o]lE #d) fiwalk?®) % Bulk Extractor2?<}
2 E A BS ARSIy AdYysla Y fiwalkes olH[A] L& ¢]ofA

DFXML(Digital Forensic XML)28) 35 =233, Bulk Extractore= ~E®H 7]HF
B B3 email T4, A8 $99x WE AR, TCP 924 AH, A3t HE 218 7=
AR 55 FAstY] F&8 =) ofdl 298 BitCurator® 3 AKX 1o GAS B

-

r_{

2
MN

Capture and image metadata
Forensically packaged image > Log, device info

Y

Filesystem report, DFXNL

Filesystem metadata extraction (fiwalk)

File =-= disk block map|
Y

Image analysis (filesystem, sensitive info)
> Bulk Extractor
Outputs
\ i
Reporting plug-ins (Python / C++, libharu)p€ Annotated feature file
Reprocessed by
Viewed in
y
Bulk Extractor GUI
)
Raw reporting data (<ML or document stream)
1
I. PDF Reports: file distribution, sensitive info, hashes, etc.

(19 14. BitCurator Information Identification29))

e (g 15) 2 (¥ 16)= BitCurator H|AE 3] 7] A 9
Hex Editor®} Bulk Extractor ViewS %3] USB o]|n|# 3

st¥]o] 919 Bless
s ] el s S

o b

26) https://github.com/kfairbanks/sleuthkit
27) http://afflib.org/software/bulk_extractor

28) Forensic informationd} forensic processing results52 RZHsSH] s AA" XML dojz2 A=z & &,
&5 2o Hu39E bl 1E

29) http://wiki.bitcurator.net/index.php?title=Description
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Bulk Extractor ¢ A Z®HoA E 4 glxo] oA i FE5T & &
AHE(emall T4, AIHS, ipFdh &

o P
AE & = At

[home/bcadmin/Desktop/USB1_Test01.info - Bless

e XER QX

USB1_TestO1.info 3

|00000000 0D OA 47 55 52 4D 41 47 45 52 20 41 43 51 55 49 53 49 |..GUYMAGER ACQUISI
100000012 (54 49 4F 4E 20 49 4E 46 4F 20 46 49 4C 45 0D OA 3D 3D|TION INFO FILE..==
{00000024 |30 3D 3D 30 3D 3D 3D 30 3D 3D 3D 3D 3D 3D 3D 3D 3D 3D
|00000036 |30 3D 3D 30 3D 3D 3D 3D 3D 3D 0D OA 0D OA 47 75 73 6D |======= . ... Guym
iDDDDDDqﬁ 61 &7 65 72 0D OA 3D 3D 3D 3D 3D 3D 3D 3D OD 0A 0D OA|ager..========_,...
|0000005& |56 65 72 73 69 6F 6E 20 20 20 20 20 20 20 20 20 20 20 |Version

E_DEIDDD['IG-: 20 20 20 3A 20 30 2E 35 2ZE 39 Z2p 31 20 20 20 20 20 20 : 0.5.9-1
j0000007e |20 20 20 20 20 20 OD DA 43 6F 6D 70 69 6C 61 74 89 6F ..Compilatio
Signed 8 bit: |13 | Signed 32 bit: |218777429 | Hexadecimal: | 0D DA 47 55 ®
Unsigned 8 bit: |13 | Unsigned 32 bit: §é13???429 _ Decimal: (013 010071 085
signed 16 bit: 3:33_8 ! | Float 32 bit: :4.2_5‘_!045-3_1“ Octal: ;(_}1_5 012 107 ?2_5
Unsigned 16 bit: |3338 ) Float 64 bit: '_?.5‘E68613022?595E-246 Binary: _00001101 90001010 O‘N
| show little endian decoding [’ showunsigned as hexadecimal ASCI Texk: | ..GU
Offset: Ox0 / 0x1371 Selection: None INS

(19 15. Bless Hex Editor)

x Bulk Extractor Viewer V1.3-devel_006

x i DS

#  Highlight: | | ¥l Match case
Reports Feature Filter B Match case Mavigation
v Bulk & % v
can.bxt .
cen_histogram.bxt Feature File emailtxt Image HE.L
domain.txt 618443874 - FDF) sinobio@eyou.com Featurefile
domain_histogram.bx (14184939 amehoydavidjr@aol. com [ | Feature Path
= 14320376 bl3@aol.com || Feature
14348636 balla_cutiellZ3@hotmail.com
8 14415685 bowmrowdlilprincess] S@yahoo.co Image
email_histogram.txt | 14gz0723 dmajirsky@aol.com
ether txt 14883379 fishyp@shcglobal.net
ether_histogram.txt 15115302 hatrickl7@acl.com
e 15207022 ight@yahoo.com
LT 15385055 lazeguySo@yahco.com
gps.bxt 15435864 luckypixie dust@yahoo.com
Ip.Ext 15451841 master.magician.brett@gmail.ce
ipihistogram,txt 15498517 mchawks0018@aim.com
json bxt 15637619 neosoulprodl 28@yahoo.corm
packets.peap 156895675 northerncountrygirl@hotmail.cc
S 16530194 wickyhumphreyson 1 3@hotmail,
rfeB22.t 16536564 yourthefuckingshit@cunt.com | -
tcp.txt i) b

tep_histogram, bxt
telephone.txt
ephone_histogram
Ext
Facebook-id,txt
histogram, txt
|_searches.txt

Referenced Feature File
Referenced Feature

tel
url
urt
url,
url,

url_services.kxt

windirs.txt
winpe.txt
zip.bxt

3 % ® Text O Hex 4= o

(19 16. Bulk Extractor Viewer)
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e X ¥F(Data Triage)

BitCurator= X T4 FAHd Soll et E7s7] 9 =45 Asshs
S X2 3t A= FAMA (similarity) S 4 3H7] €8l sdhash30)

op

dot

Forensically packaged image Capture and image metadata

or live file system mount

Log, device info

Image analysis
{filesystem, sensitive info)

Filesystam metadata extraction (fiwvallk)

Y

Filesystern report, DFXML

File =-= digk block map|

Fuzzy hashing utils (ssdeep, sdhash)

Automation scripts (BitCurator)

X Y

File similarity report (by file pair) File similarity report (cluster)

Extraction of user

Security and malware status

Virus ! malware scan (ClamAv)

Y

Malware reports (XML, human-readahle)

identities and activihr_

Windows Reqistry analysis (reg2xML, similar)

Y

XML registry reports, human readable summaries

(29 17. BitCurator Triage Facilities3D)

30) http://roussev.net/sdhash/sdhash.html

31) http://wiki.bitcurator.net/index.php?title=Description
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e HE}l dolE F%(Metadata Export)

BitCurator= DFXML ®E} ©lolE, 7| &5 HE ulet oy 5 vheks Fee] mE
dolE & METS(Metadata Encoding and Transmission Standard) % EAD(Encoded
Archival Description) JHZ &8st 3& ALt}

Capture and image metadata

Filesystem metadata extraction (fiwalk)

> o >

(29 18. BitCurator Metadata Export32))

32) http://wiki.bitcurator.net/index.php?title=Description
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Additional supported output formats

I-l Split raw k3 ‘
Acquisition
Imaging (aimage, guymager l
Y
] Capture and image metadata
AFF packaged image > Log, device info
[
»| Filasystem raport, DEXML ‘7
Fllesystem metadata extraction (fiwalk) |
File <-> disk block map
Y A
Image analysis (private, sensitive infa) ) i
> Bulk Extractor — Human-readable reporting scripts 7 plug-ir
l A
Annotated feature file
Y
1
PDF Reports: file distribution, sensitive info, hashas, etc,
Reporting

Analysis (accounts, filesystem at:tl\rlt‘)'j;|l s il A EHT4) XML Surip ofregisty

v

[ FDF Reports: user accounts, device usage, environmeant

Analysis (file similarity, dedupe support)
> sdhash

L PDF Reporis: locations, status of similar files

Metadata export
Python (ml) export scripts)

L METS, MODS, EAD as required by user

A

Yy

Metadata expart

(29 19. Overview of the BitCurator Architecutre3?)

BitCurator= 71& 3 7]|#olA AL 7t gAd 22 =4 2 7]& 7ol
EXow APy = A= 20133 7HA] 15 22 A eV JeHAr), BitCurator 2 E
71 gAY XAl =FE YR AREEA] 2a, VE QEL2 HE ERES

- =
74 2 ngste] A/ SR FoplA $8 A5 FeZ WHF HolA 2 ou

7} gvka ® S vk

Fe

e J

33) BitCurator: Requirements Document (version 0.9), 2012

- 44 -



10. 8 yA g X A2 (Digital Forensics) & & Alg vjn-£4

2008378 =9 7|53 fopollMeE HAA7|FO] HNEAL-FEAAL A 2 5FH AH
A 58 HHoE oY fgAYE XA AE AF7F o] FofAa Q= AA ot
AIMS Z=2AHAE §F AA xua =5 HEo ek diFfiEe A= 2009 Jeremy
Leighton John(British Library)®] “Digital Lives Project”S 7|Wto. & &L glow 2
A FRED, FTK, FTK Imager 59 71 X424 =4 A &of tfs] =23k u} At} 3

H, 20119 HE North Carolina ¥ University of Maryland W&t A =38l QJ+=
BitCurator Z2 A E°] g 7|&E AF53 E8 A7 S L2A 2o E3d <
Eoz e OAY TU4 w8 A4 Adsn Ao FRAen FodAE F
2 metes FHow dAvlEndel gAY ¥ =7 9 442 42A79E §
A Qo] gkt o} A 7EA] oAl o] 9} FrEste] dE ] AFE §l7] Wit
Aol izt 2vn @ 5 3l
(3 4. AR = 3101]/\1«4 gxg xalld A8 Abd val-EA)
=7}k Z2AE 9x AT E d7UE 9 54
- LEL2~ VMM gAY XA =4E Fe dA)
718 3 B4 2d SYHF
North L
5 _ - AFF(Advanced Forensics Format)2 A d3t= A
. 2011 Carolina, N .
w) = BitCurator . . . 2715 38 =+ (Disk Imaging Tool), oJu]x] 3
A University = = == A = o L o=
f Maryland AM EA ARE FE3= ¥4 =7 55 ME =
0 ol 9o ool hg 7} e 87 (Virtualbox) 7
223 E F7) (20129 9€ 0.1.5 WA F0)
DF and - AAVE #Ee gxE xzad H§ Abdled oigh
Born-Digital Council on | AHkA el Fg FAL/EA
] = Content in | 20097 | Library and | - HXg ¥4 Hgo] o]y (sl ¥ oA,
Cultural 2010 | Information | F&A FX], dlolg &)
Heritage Resources | - UAE XA 7]ES ofDA A&EA ] dig +
A A weke A AlEHA] kS
- gAE VISES #EE] A% dHE 2 AL b
T 22A AN AA
Ml Tl w1 w g wAdA 0Ag mag w
2009~ Stanford, )
) = AIMS 2011 Virgin (FTK Imager 3.0, FTK3.3) &&
- 20129 19, A7 AFuAA W
T e xa4 e age Qe wrd &
AA A g4 Swo] BE
- 2008 5-E S#d HAwjAREH 7]E5S o)W
AN ul—?l— g:rL
Standford
bz | Stanford | 20087 | i | 7 20099, Digital Forensic Lab. 714 % &9
niversi
Project | 2011 | 'Y - 20009, WAl oldlel ALEE 9% XY mT
Libraries
(FRED, FTK, Encase) 7"
- 200972011, AIMS T2 AE Zo
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- gAY EAA Ao AR Frr W gAE 7=
e #HYE gk WA 8 B4
R8s ) isae @ 4% 9, 2AS A9 g
o = FIDO 2011 College _ _ .
gAdg xdlld =4 284 H7t
bondon | a3 Hzwud 5 Aug 4 9 PAH wE
A5t §=
- BEAM(Bodleian  Electronic  Archives and
Oxcford Manuscripts) AHl2~E T3l AA7H9 7, BE,
2008~ | University AT 59 A5 f13 7tol=adl 9
o = futureArch ) - 712 3 GAdA FRED #H|E Za gxdg uj
2012 Boldleian } e
Libraries A=A
- AT HAFERIAN F Y F e FAH Tx
g7 B
- gAE zAy EFES AA dAxE #E
Digital British Workf_low o Hgsk AGA A
o =+ Lives 2009 Library - olF YxE xS AHEs Bwe A= Digital
Lives Project A4 ¥& nlgto =z 3+
- 20109, AF HF RaA L
- gAg 7159 7] RES S8 715 AAHEH
Oxford HA7HA 9] life-cycle ARke] AR E312 » wHH .
o _ 20057 | University | 71&€4 2458 &
SN Paradigm .
2007 Boldleian | - 2008 A5 Z#= workbook 3t
Libraries | - OXg X2 9o Z&o tfafir= zheFs] Axvh
shal A oA & e
Social
Sciences | - HA7IE 9 AefF7] Hutol] A FU|HE A 9
and AMS BNy % teA A ZRAER
1998~ Humanities | 1998 d 12} Z2AE S Al #gk o] F 3ubAldl 2 A
htet | IntrerPARES 2012 Research | %3}
Council, |- diit® 7] Z2AeR xdat= W7t s Z
University | H¥3HA T Gxd a2 A& oisk HA 4 A7
of British | & &
Columbia
University | - YXg 282, AN, T 7 FokdlAl Hx}7]
Digital of ol gt #4 v
g Records 2008~ British - AR EHE Foket tAY Zald Foprt A=
Forensics | 2011 | Columbia's | =4S & & A&S A4}
School of |- YAE FalAS A Lst7] gk 7417 Wtk A
Library AlshA] &

_46_




A3 A I7F5L AAVZREY Z2A LAY FEAA AR A

AA7| =2 AEA - F =2 17153 =
gtotalr] Yaf 71E2Y oA B4 4 B 2 29 35 EAES EUR B
213193 T}

1. A7 EFE GAE T2 A&
AR 259 life-cycled AA A& @A, 7|2 @A, dF7|=A48 7 GAZ

Lol o

JI=E life Cycle

s

IR

215

7|58 | 7
24| 7 = el | ] Bl | [ | AW 230 |

Al ] CEED) |

|
(¥ 20. A=}7]1 =% Life-Cycle)

A el Fo dgde 28] Ak L HER oY VBEES ARV FAMA
g0 55 9 #Agyy, A A 29744 VISEs Ead & v 2
7|13ke] A#HstH 7EE A 4 Oliﬂrﬂiwﬂ uel g VEES VI5Ho R o] e
of dth. Al dANA AArIFe] WEAY 2 ALY BdE TR o= e
Fag=g

- AR E] AL 2 AHS dAl A Al AR E 9] A (authenticity) S ¥
NETF?
QEA A HAA7IEo] HyH AT

(identification) e 4 A=717

filo
[_ﬁ
.
i)

NG AR1S o ARE G A%

)

- AA71 52 o] A (migration)oll 9lol A7 52 F4 74 (integrity)o] B4 =717
- V| EHOR V|HRES oo olfdls ZuA| LA AT Fo] 9 o
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(6) 23 =T E(tools)

- —Liﬂﬂv’i% AAbel7] Y3 2219 (eg., ps)

— A2 A (state) S AANSH7] 938 T2 19 (e.g., showrev, ifconfig, netstat, arp)

- bit-to-bit BAIE & 4 J= Z=Z 1 (eg., dd, SafeBack)

- A2 ely A (Signature)s AT F A= 229 (eg., shalsum,
checksum-enabled dd, SafeBack, pgp)

- Core imageE AT & A& Z=2 13 (e.g., geore, gdb)

- sATHE X}E—@rﬁe F 9= ~=aYE(eg., Ther Coroner’'s Toolkit[FAR1999])

- o] wW AlgstE EE ulsl g4 (authenticity) TG (reliability) & 54

t}. NIST Computer Forensics Tool Testing Program(CFTT)
na& A = 7| Aes w7HHeE FEFoEN fAYE T =49 4
= 2 gy} "eto 24 CEFTT(Computer Forensics Tool Testing Program)< 713}
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- NIST7} HAE HuME 2HA
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e 2011d CFTT HAIE &3 gxd 22 =5 4
- IMAGE MASSTER SOLO-3 FORENSICS (software version 2.0.10.23F)
- TABLEAU TD1 FORENSIC DUPLICATOR (firmware version 2.34 FEB 17)
- TABLEAU IMAGER (TIM) VERSION 1.11
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DC3DD VERSION 7.0.0

IMAGE MASSTER SOLO-4 FORENSICS (software version 4.2.63.0)
- TABLEAU TDWI1 DRIVE TOOL/DRIVE WIPER

AFLOGICAL 1.4

MOBILYZE VERSION 1.1

3 o B 59
(1) METHOD AND APPARATUS FOR MAINTAINING HIGH DATA
INTEGRITY AND FOR PROVIDING A SECURE AUDIT FOR FRAUD
PREVENTION AND DETECTION

o Z=UWE (M=) 12950454
o =9 1 2010 11€ 19¢
e FRUE o] WPoME= AE & AFolA HFH Erd g vdd v
w7p At o]y Hlue A HIAY e WAT e jlds
MAE AT 9AE e BAE BAsE 71 g A, oo we oy
e o e 29 e dE SAE 2] A 4 £A49 TEs 9
g3tk 54 71zl diste] 73 & oAl A9 E "HAsH] s AIZHA
sgo] weh
i
[ Impiement AmviFraug Data infaanty Ssrace
12
[ Pudricize Arl-Frinsd Dalia Infegrify Serics
i
1 o

Gaiher Daia Assooiatan’ with a Client’s Teernoiogy
Systgmn Enviromriant

i

' ~14
Secwrg Data Associater with 2 Client’s Technology
Sysfam Envirgnrmant
i
t 15

Store Data Azspciated with a Ciieat's Techmology
Systam Lrw.: IITEant

1
] I
t Ll
Maomitar Emironmient

(9 46. METHOD AND APPARATUS FOR MAINTAINING HIGH DATA
INTEGRITY AND FOR PROVIDING A SECURE AUDIT FOR FRAUD
PREVENTION AND DETECTION’ ¢] thi%H)
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(2) Method and apparatus for digital forensics
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Forensic Bridge TABLEAU PATA, SATA, SCSI, SAS, USB, FireWire A&
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FastBloc PATA, SATA, SCSI, SAS, USB, FireWire A&
Software
UltraDock WiebeTech PATA, SATA, USB, FireWire i
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55) http://forensic-proof.com/archives/3613
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(1) A3 A (Federal Rules of Evidence)
n=o] FAHL 19759 5FH AgE 1 e AWSAH(Federal Rules of Evidence)
E EQE i 7] "ol olE EWE AAEAY SAEH A ddE AEE A
e

AYSAHS 79 SATH #Hate] ZA #HHEA Y H (Relevance Rule)? %4
A %Q(Competence Rule)o.2 F+&3tal, x5 o] Al #] A (Reliability)ol A3 <
27 EdA A 2ASE fog FRIG olE EYE vae FAYS U, F
AE #FdEA (Relevance), AHA (Reliability), 5% 4 2 (Policy), 5" ¥ (Probative value)
FAQl =75 Adr]Eo2A ALt & 5 gl

4
|

g

1

o] =

(7}) #dA (Relevance)
TR B FaAET =gHos #EAde] e
ol & Aee vE sAdHd FgH=A oARE AAskA dn. dneAY

A401 2509} A402%58 = AdAdo sk dukd A S FA45a

(\h) 2184 (Reliability)
At FALRA = A5V AL B FaAMEY BEAe] dvta %

dekaisl
g AR} Yol bR weder st wAZ dolrA B AW4e wees
NEorE AE9 Ae 9ol AEHYEA o (best evidence rule), FA WA

2 oA o X A E WA (hearsay rule) A& o] So] ),

o I3 A2 (Best Evidence Rule)

o ANSAH A1002x2E A, 7158 Ev AR i8S S9Ysr] $ste] &
A, 7155, APe fEo] gaqdval g A8star Aok Ed AWSAH A1001x Al
o o3t gAY FAE AVA S A7H WA ok VEEEZ A A1002% 9]
AT, 715= o 2FET meA gAY SAE 9] diEow AEE S 8

57) Rule 401. Test for Relevant Evidence
Evidence is relevant if:
(a) it has any tendency to make a fact more or less probable than it would be without the evidence: and
(b) the fact is of consequence in determining the action.

58) Rule 402. General Admissibility of Relevant Evidence
Relevant evidence is admissible unless any of the following provides otherwise: the United States Constitution;
a federal statute; these rules; or other rules prescribed by the Supreme Court.
Irrelevant evidence is not admissible.
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(1) Lord Chancellor’'s Code of Practice on the Management of Records Under
Section 46 of the Freedom of Information Act 2000
o AOE(HAA7]EES] #e)
o A10x9]1

- ARTIER B lelAel Fa
[e]

- Z9F¢ AxrEE BEo] aFHE A 24 &

A7) 280 Ao g Hee o]
VNEEHYAN2F Y AR EA gFAYAFS EAststed e Vs E
2w Epd o] Bl o] A4t
7|EEo] =Edog BHE F JdE EYY LEFA
AA7)|EE o] FAA o okxle BE
Fad 7|k BT ARV EE g H @ I o] g (A 2"y wAske]
7 EEo] o]Eg A9 23

- HEARE X3S A At A4

- Okt A FxE AAEES o d&stE BA7IEE WA
7= 9

- AR EEHEA 2" FEo] Fae 8 FHe 199 FIUEEHIWY
(Public Record Office statement)®] “Functional Requirements and Testing
of Electronic Records Management Systems” ©l 7| %3l=% Hil

o A10x94

- BE AR} A4 2 7]Eo tigk A (audit trail)o] o] Fo] A oF Frial
H Al

- o]o] tfa dx}= “Principles of Good Practice for Information
Management(PD0010)" & #x3t=5 A

o A10x29]5

- 71587 HE AR AFE AEREA 53] SR 89E 7 Ude 7
ZEZ59 sl “BSI DISC PD0008 - A Code of Practice for Legal
Admissibility and Evidential Weight of Information Stored Electronically

(2nd ed.)’'E FZES=E H
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Faro el HAAR7IEsE #e A4S HEd o=z WAE Zo] olyel 9= 37 (British
Standards)®} PRO(Public Records Office) 7|5<S W2E= 3l

(2) A code of practice for legal admissibility and evidential weight of information
stored electronically(BSI BIP 0008)

BSI(British Standards Institution) BIP 00082 HAd oz A 3wd AHr e A=A I+
274 2 7HEAS BAToRA A oA aqste AR FHAAS wRshr] 98 A
BE AT o] FFolA f7ekE Ao R A dAA VS5 HE ALFHAAR

2% 85 7HE F dss WAlEkL v 84 3184 (Legal Admissibility) <] =7

oX,

o

dolgb @ & qvh WA /1% w1 AR S
Azgel A A EE AY, BEHR e A4F5] A& #4 @ ol WA
A T Aol vk /1% Bel ABe o EFIA AAFE Fu B
B A 94He FsheA 9ok g

- Representation of Information (i.e. an information management policy)
- A Duty of Care

- Business Procedures and Processes

Enabling Technologies
Audit Trails

(7}) Representation of Information
s A tF £A7L AL B Holof G} o] AL A%
s Qe Axe AR the fddl we ol s A4
- the level of security

Tl
(VT
£
rJ
s
.
rob
rJ
ﬂj&

— appropriate storage media
- formats and version control
- information management standards, e.g. quality
- retention and destruction policy
- responsibilities and roles for information management functions
- responsibilities for compliance with the code BIP0008
w3 AR EdYA AL 7o Tlsae A HA" 8 ES

48 shsslor duk

2
ol
o
X

(\}) Duty of Care
Duty of Care 93 F=43517] 93] 71#2 th2 Alde] dis] F=H] o] glojof ket



- v HE 2 Al A
- Ao Y3t AAX(chain of accountability)® HAA7]=3eE] BE A oA <]
e ool ik el A
- 71 E53E o2 A ARE HAloE fA g Al ~H
- FHEEF Ao Fgk A
Duty of Care 93] we} A|xglS ogato] FIE 3T = A= 750 dojof
. 3 = FA= #4 AxE Fdste FA FEEo o Sk
o243t e Fel= EDMS(Electronic Documents Management System) Skoll A 1=
A HT Aol vEg & 5 Qlojof gt

(t}) Business Procedures and Processes
71E3E 7R V1SR Al2g 9 Aafel] g Abeks EAstete] #Elsjof g
o} o] g gt EAE dwrd oz ofge} e A Aol
- Document types
— Preparation of documents prior to scanning
- Photocopies
- Batch control
- Scanning processes
- Scanning specific documents
- Image Processing
- Compression Techniques
- How information is indexed
— Quality control
- Procedures for producing authenticated output
- procedures for authenticating copies of documents
- how information is transmitted within the system
- Procedures for document retention and destruction
- System maintenance schedules
- Security and protection, including encryption and the use of digital
certificates
- Backup and system recovery procedures
- Use of bureau services
- workflow
- date/time stamping

- version control
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(2}) Enabling Technologies

Ao Vs AxgE FEe VesR 7AdY. oHE 2t Vls=2 BIP
0008 =S Fdof 3t} o] TFL 7|20 A|2"Ho A ALE &= g 7]|E S
el el et oAl FEE L AlojEofof sh=A Asta olvh mEelA A
skl Sl 7leEe ofefel 2tk

storage media

- access control mechanisms
- system and data integrity
- image processing

- compression techniques

- compound documents

- data migration

- document deletion

(v}) Audit Trails
o] iw< 7|EFHY Al=glo]l AA| A 7les A oF vt g gkt V)= A
A life-cycle 3|=E 2o that 7HA} F=H(audit trail) flol= WE A4S WA A
5 ¢ Ak FAF FA L H AT A9 hfe—cyclecﬂl/ﬂ WAk oWl ES o ti 7] =

o WAk Btk WAL FA e obd] AR wEd o} it

oM ES] 3t ER/A ARE 2FEoF
- 271718 W7 Bkssor o
- 713kl vlsake] AR dAjsjor g
- A oA 3
- 2t Baed bdstA AgEolok st W d s ofor g
FUCl M= obA7A AAI=e] WA s 8ol Hel AR Ak e X
Folu} < &y A=

Welo] ARttt @=e] BIP 0003014 71%etm gl HRE A
o FATH U BE whA @ A% A Qo] B Fast s Flolt
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(1) Uniform Electronic Evidence Act

Huttel = HFH 7150 HAANA AdstA A8 + J==F 87 Ha Ayt
SANE 39 (Uniform Law Conference of Canada)7} #1¢tsle] 1997 5 A=k
A% (Uniform Electronic Evidence Act)e] A A AL THS T o= H
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A= 2000 JHAIBRERES 9 dAA 7] 5 (Personal Information and Electronic
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(2) Policy on Electronic Authorization and Authentication 1996
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(1) Digital Record keeping Guidelines for Creating, Managing, and Preserving

Digital Records
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